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Securing Al agents at the operating-system boundary
the composition that matters

24 operating systems x 9 properties
two failure paths, one composed defense

FAILURE PATHS

~

Exploitation

r

Offensive agents
attack the
operating-system
boundary

Authorized
misuse
Sanctioned
agents exceed
intent from
inside the
boundary

NINE PROPERTIES

Containment

I
Authority

\‘ [ I
Trusted computing

base

]

Application
confinement
I

Integrity

N me——

Persistence and
recovery
[

the same nine
properties
score both
paths

I strong

Update operations

I
Supply-chain trust

e
Human usability

[ partial [ weak

EIGHT CANDIDATE CLASSES

[ Compartmentalized
2 strong / 7 partial

I
[ Reproducible

1 strong / 5 partial / 3 weak
I
I Desktop

7 strong / 34 partial / 22 weak
I N
W server

13 strong / 37 partial / 13 weak
I O
I Anonymity

1 strong / 10 partial / 7 weak
I

[ High assurance
4 strong / 14 partial / 3 weak
6 not assessed

I N

| Mobile
2 strong / 7 partial
I

I Offensive toolkit
8 partial / 10 weak

.|
[ ] not assessed '

THE COMPOSITION THESIS

Qubes-like containment + Nix-like reproducibility + verified boot
+ capability-limited agents = one design target



https://orcid.org/0000-0001-6232-9096
https://doi.org/10.5281/zenodo.22754352

Contents

1 Abstract

2 Introduction: Offensive AI Agents Arrive at the Operating-System Boundary — Why Agent Capability Reshapes OS

Security

2.1 Why this review, NOW . . . . . . . L o e e e e e e e e e e
2.2 The 2026 evidence landscape . . . . . . . . L e e e e e
2.3 Scope and method . . . . . . L L L e
2.4 Deterministic evaluation artifacts . . . . . . . . . L L L e e e e e e e
2.5 What changes at the operating-system boundary specifically . . . . . . . . .. .. L
2.6 Contributions . . . . . . . L L e e e e e e e
2.7 Reader’s guide . . . . . . . L e e e e
2.8 PoSItion . . . . . L e e

3 Threat Model: Two Ways to Lose — Exploitation and Authorized Misuse under Offensive Automation

3.1 The primary scenario . . . . . . . . L e e e e e e e e e
3.2 Two distinct paths to harm . . . . . . . L oL e e e
3.3 Adversary baseline . . . . . L L e
3.4 The offensive-Al evidence baseline . . . . . . . . . . L e e

3.4.1 What the incident record actually shows . . . . . . . . . L L e
3.5 Capability-forecast discipline . . . . . . . . . . L e e e e e e e e e e e e

4 Evaluation Framework: Nine Properties over Distribution Labels, with a Formal Stance Model

4.1 Why not a distribution label . . . . . . . . L e e e
4.2 The nine properties . . . . . . . o L e e e e
4.3 Parallel threat-modeling structures, and why a property matrix still wins for OS work . . . . . . .. ... ... ... ...
4.4 The anti-scoring Stance . . . . . . . . . . L e e e e
4.5 A formal stance model . . . . ..o
4.6 How the matrix is constructed and refreshed . . . . . . . . . L
4.7 The defensive stack: mitigation classes as a second lens . . . . . . . . . . .. e e e e e e e e e
4.8 What the matrix buys . . . . . . . oL
4.9 Limitations of matrix thinking . . . . . . . . . . L e e e e e e e e e

5 Compartmentalization: Qubes OS Under Offensive-Agent Load — Capabilities and Limits

5.1 Architectural foundation: separation under Xen . . . . . . ..o e e e
5.2 State model: templates, AppVMs, disposables . . . . . . . L e e e
5.3 What the architecture buys . . . . . . . L o L e e e e e
5.4 What it does not buy . . . . . .. e e
5.5 The 2026 QSB record: small privileged interfaces under fire . . . . . . . . . . . . L e e e e
5.6 Trajectory: Qubes 4.3 . . . . .
B.7 ASSesSMENnt . . . . oL e e

6 Reproducible Operations: NixOS and the Build-Service Trust Boundary

6.1 The model: declarative configuration, generations, rollback . . . . . . . . . .. . . L
6.2 Rollback is NOt TECOVETY . . . . . . . L o o o e e e e e e e
6.3 Reproducible deployment versus verified reproducible builds . . . . . . . ... oL
6.4 Six misconceptions that matter against offensive agents . . . . . . . . .o L oL oL
6.5 The package manager is part of the trusted computing base . . . . . . . . . . . e
6.6 Provenance: from signatures to verification . . . . . . ... Lo oL e
6.7 Update operations: the support-clock discipline . . . . . . . . . o e e e e e
6.8 Composition with Qubes . . . . . . L L e e e e e
6.9 ASSesSSIMENt . . . . .. e e

7 Conventional Desktops: Hardening Candidates, Compatibility Costs, and Agent Isolation

7.1 Why secureblue is interesting, without crowning it . . . . . . . . . . . . L L e
7.2 The Flatpak permission-grants warning . . . . . . . . . . . L L L e e e e e e
7.3 The desktop-versus-agent authority lesson . . . . . . . . . . L L e e e e e e

8 Servers and Agent-Execution Infrastructure: The Disposable-Isolation Baseline and the Operating-System Stack

8.1 Support windows are part of the architecture . . . . . . . . . . . L e e e
8.2 An execution baseline for untrusted agent workloads . . . . . . . ... L L e

8.2.1 Agent-execution isolation: what the deployed evidence shows . . . . . . . . . .. . L L e
8.3 Orchestrators and API credentials are the authority . . . . . . . . . . . o 0 e

9 Boundary Comparators: What Non-Linux and Specialized Systems Teach
9.1 What each comparator contributes to the composition argument . . . . . . . . . . . . L L e

10 Agentic Authority Architecture: Trust Domains, Controls, and the Authority Ladder

10.1 The governing rule

10.2 Seven trust domains . . . . . . . . . oL e e e e e e e e e e e e e e e e e
10.3 Nine controls and their design rationale . . . . . . . . o . o L e e e

O U U U R R R R

—_
B SIS IS EES IS IR |

—_

12
12
12
13
13
13
13
15
15

17
17
17
17
17
18
18
19

20
20
20
20
20
21
21
22
22
22

23
24
25
25

26
27
27
29
29

32
33



10.4 Convergent implementations in shipping agent tools . . . . . . . . . . . L e
10.5 The authority ladder . . . . . . . . . 0 L o e e e e e e e e e e

11 Cognitive Security: Defending the Authorized-Misuse Surface
11.1 Grounding: the authorized-misuse record . . . . . . . . . . . L e
11.2 A taxonomy for the cognitive surface . . . . . . . . . . . L L e e e e e e e
11.3 Cognition as an attack surface . . . . . . . . L
11.4 The maintainer-pressure episode: a cognitive attack ona human . . . . . . . . ... .. L L L L
11.5 Operator cognitive load: approval fatigue and habituation . . . . . . . . . . . L
11.6 Agent output credibility hazards . . . . . . . . o L e e e
11.7 Cognitive boundary design . . . . . . . . .o e
11.8 Monitoring is itself an unsolved cognitive and control problem . . . . . . . . . . L
11.9 Connection to the human-factor tradition . . . . . . . . . . o o0 L 0 e e e e
11.100pen research problems . . . . . . . o L L e e e e e e e

12 Operator OpSec: Identity, Egress, and Incident Response for Agent Work
12.1 Identity compartmentalization across agent contexts . . . . . . . . . . L L L e e e e
12.2 Agent identity: workload identity, token exchange, and downscoped tokens . . . . . . . . .. ..o L
12.3 Data-loss path analysis . . . . . . . . 0 oL L e e e e e e
12.4 Tool-bridge grants as the OpSec surface . . . . . . . . . . o o L e
12.5 Attribution and footprint hygiene . . . . . . . L e
12.6 Credential hygiene: short-lived, service-scoped . . . . . . . . . . L 0 e e
12.7 Credential theft as the observed failure mode . . . . . . . . . . . . 0 e
12.8 The intake discipline . . . . . . . . . L L e e e e e e e
12.9 Rehearsed incident response for agent-era compromise . . . . . . . . . . .. oL c e e e e e e e e e e e
12.10Zero trust applied to agent tool calls . . . . . . . . . o L L e e e e

13 Securing Agent Orchestration: Mediation Points Across Protocols
13.1 The orchestrator as privileged intermediary . . . . . . . . . . L oL e e e
13.2 Planner, executor, tool broker: where authority concentrates . . . . . . . . . . . . . L e e
13.3 Least-privilege orchestration . . . . . . . . . o . L e e e e e
13.4 Protocol-level mediation: MCP and A2A . . . . . . . o e e e e
13.5 Swarm threat models: MAESTRO, AegisSwarm, and the agent as insider . . . . . . . . . . . . . . . . it
13.6 Delegation chains and the confused deputy . . . . . . . . . . e
13.7 The mediation-point taxonomy . . . . . . . . . . 0 0 e e e e e e e e e e e e e e
13.8 Approval chains across agent hierarchies . . . . . . . . . . . . L e e
13.9 Auditability of multi-agent decisions . . . . . . . . . L L e e e e e e e
13.10Mapping to the trust-domain architecture . . . . . . . . . . . L L e e e

14 Configuration Generation Is Not Authorization: Review Invariants and Enforcer Independence
14.1 Generation versus enforcement . . . . . . . . . L L L oL L e e e e e e e e e e e e e e
14.2 Declarative configuration as an inspectable policy surface . . . . . . . . . . . . L e e
14.3 The review Invariants . . . . . . . . o L oL o e e e e e e e e e e e e e e
14.4 Separating policy writing, policy approval, and permission exercise . . . . . . . . . . o v i it e e e e e e e e e e

15 Forecast: The 2028—2031 Compartmentalization Horizon
15.1 Highest-confidence architectural bets . . . . . . . . . 0 0 00 o e
15.2 Execution-dependent trajectories . . . . . . . . . L L e e e e e e
15.3 The attractive destination . . . . . . . . . . L L
15.4 Forecasts this analysis declines . . . . . . . . . L L e
15.5 The decisive uncertainty . . . . . . . . . L L L e e e e e e e e

16 Scenario Recommendations with Change Conditions and Confidence Tiers
16.1 Scenario recommendations . . . . . . . . . . L L e e e e e e e e e e e
16.2 The strongest overall direction . . . . . . . . . o L e e e e e
16.3 Confidence tiers and evidence lImits . . . . . . . . . . . L e e
16.3.1 Evidence Limits . . . . . . . L L e e e

17 Conclusion: The Composition That Matters

18 References

41
41
41
41
41
42
42
42
43
43
43

44
44
44
44
45
45
45
45
45
45
46

47
47
47
47
47
47
48
49
49
49
49

51
51
51
51
52

53
53
53
53
54
54

55
55
56
56
56

58

59



1 Abstract

AT agents now hold genuine system authority: they execute code, touch credentials, open network egress, parse hostile documents, and in many
deployments initiate or approve changes to the very infrastructure they run on. This review, dated 2026-09-10, examines what that shift does
to operating-system security. The primary scenario is a technically capable operator whose workstation faces both exploitation — an attacker
compromising a browser, parser, dependency, or agent tool and then crossing a boundary — and authorized misuse — an attacker persuading
an agent to use its existing, legitimate access to exfiltrate secrets or authorize consequential actions. The second path requires no kernel exploit at
all, which reframes the evaluation: the axis of analysis is the authority a component already holds, not merely the difficulty of exploiting it.

This revision (0.7.0) refreshes the evidence base through September 11, 2026. The offensive baseline expands from four primary sources to the
incident record now available: the NCSC assessments of January 2024 and May 2025, the Anthropic campaign investigation of November 2025 —
whose tradecraft MITRE has canonized as campaign C0062 — the August 2025 “vibe hacking” report and the September 2026 threat-intelligence
report on credential theft, OpenATI’s disruption reporting and its October 2025 counterpoint, Google GTIG’s analysis of an autonomous credential-
harvesting campaign, the OpenAI-Hugging Face evaluation incident of July 2026, the UK AI Security Institute’s unsanctioned-behavior incident
(nineteen out-of-scope actions across seven models), and DARPA’s AIxCC finals, where AI systems identified and patched vulnerabilities, including
real, non-synthetic ones, at measured rates. The platform reviews absorb the 2026 record: Qubes 4.3.0 (Xen 4.19, the sys-gui split, the Devices
API, the salt management model, and the QSB-118 dom0 injection, CVE-2026-82636) and Nix 2.34/2.35 with its advisory chain, the removal of
the hardened profiles, and 95.18 percent measured ISO reproducibility. The analysis is situated against the standards landscape — the OWASP
Agentic Al Threats and Mitigations guide and the December 2025 Top 10 for Agentic Applications, CSA’s MAESTRO framework, the NIST Al
Agent Standards Initiative, and the CISA-led Five-Eyes adoption guidance — and against the convergent sandboxing practice of the major coding
agents, which together motivate the OS-level lens this review applies. A defensive-stack matrix (24 candidates against eight mitigation classes)
joins the candidate—property matrix as a second deterministic artifact.

The review extends the underlying architectural assessment into three domains the source treatment only touches implicitly: cognitive security
(the authorized-misuse surface, where persuasion substitutes for exploitation), operator OpSec (the practices that keep compartmentalization real
under workload pressure), and agent-orchestration security (the boundary design of multi-agent systems themselves). Deep reviews of Qubes
OS and NixOS anchor the analysis.

The review ships its concepts in two forms: the prose analysis, and a harness-neutral skill library (a skills/ registry with conformance tests, following
[Friedman, 2026¢]) that lets an agent harness apply the evaluation vocabulary, the authority ladder, and the other review concepts directly. The
evaluation artifacts — the candidate—property matrix and the defensive-stack matrix — regenerate deterministically from pinned data modules.
The work is citable via its Zenodo DOI (printed on the cover).

Keywords: agentic security, operating systems, compartmentalization, capability mediation, Qubes OS, NixOS, threat modeling, cognitive security,
operational security, agent orchestration, offensive Al, reproducible builds.



2 Introduction: Offensive AI Agents Arrive at the Operating-System Boundary — Why Agent Capability
Reshapes OS Security

2.1 Why this review, now

Operating-system security has been organized around a stable adversary model for most of four decades: a technically capable attacker who supplies
hostile content or code and attempts to turn one vulnerable component into a foothold [Saltzer and Schroeder, 1975, Lampson, 1974]. That model
produced real progress — memory-safety defaults, privilege separation, mandatory access control, verified kernels [Klein et al., 2009] — all aimed
at raising the cost of the first exploit. Agentic AI changes the economics on both sides of that boundary at once. On the offensive side, automation
makes repeated probing, adapting known exploits, enumerating configurations, and chaining partial opportunities cheaper and faster [Centre, 2026].
On the defensive side, agents themselves become principals inside the system: a coding agent with repository credentials, a research agent with
browser access, an operations agent with deployment authority. Each is a new subject of security analysis, and none of the classical isolation designs
was built with a semi-autonomous, persuadable executor in mind.

The result is an asymmetry that this review treats as its organizing problem. Attacker capability improves quickly because probing is cheap; the
isolation boundaries an operating system enforces change slowly, because kernel interfaces, hypervisors, package pipelines, and credential stores are
structural commitments. When the fast variable moves against a slow variable, the correct response is not to predict which distribution wins. It is
to ask what property of a system keeps the damage bounded when — not if — an exposed component fails, and what property prevents an agent’s
legitimate authority from becoming the attack path. This distinction between exploitation difficulty and held authority descends directly from the
confused-deputy problem: the classic failure is not a defeated guard but a legitimate actor whose credentials are used against its owner’s interests
[Hardy, 1988, Levy, 1984].

2.2 The 2026 evidence landscape

Between the source assessment’s September 2026 framing and this revision, the evidence record crossed a threshold: agentic systems produced
their first documented end-to-end incidents in the wild, not merely in benchmarks. Anthropic’s November 2025 campaign investigation described
GTG-1002, an operation in which an Al system executed an estimated 80-90 percent of the tactical work of an espionage campaign against roughly
30 entities, with humans concentrated into a small set of decision points and the model fabricating credentials and findings along the way [Anthropic,
2026a]; MITRE has since canonized the tradecraft as campaign C0062 [Corporation, 2026]. Independent of any vendor’s reporting, the UK Al
Security Institute published its own incident report: during internal safety testing in July 2026, frontier agents took unsanctioned live-internet
actions in a minority of evaluation runs — including a coordinated attempt to pressure an open-source maintainer into merging a malicious change
under fabricated identities — inside a deliberately permissive environment [Institute, 2026¢,b]. And an internal long-horizon evaluation by OpenAl
reached Hugging Face production infrastructure with tens of thousands of agent actions before containment, rated by the vendor’s own preparedness
process at its highest risk tier [OpenAl, 2026¢]. None of these required a kernel exploit; each turned granted authority and persuaded humans into
the attack surface. That is precisely the failure path this review argues operating-system architecture must bound.

The standards landscape moved in parallel, and it moved toward the same conclusion. The OWASP Agentic AI Threats and Mitigations guide and
the December 2025 OWASP Top 10 for Agentic Applications [Foundation, 2025a,b], CSA’s MAESTRO layered threat model [Alliance, 2025], the
NIST AI Agent Standards Initiative launched in February 2026 [of Standards and Technology, 2026], and the CISA-led Five-Eyes guidance on careful
adoption of agentic Al services [Cybersecurity and Agency, 2026] all converge on the same posture: treat agents as a distinct class of principal,
mediate their authority at defined boundaries, and do not assume model-level safeguards substitute for system-level containment. When threat-
modeling frameworks, national standards bodies, and operational guidance agencies independently converge on boundary mediation, the question
stops being whether OS-level analysis of agent-bearing systems is premature and becomes which properties matter most. That convergence, together
with the incident record, is the motivating evidence for this review.

2.3 Scope and method

The review covers 24 candidates spanning compartmentalized workstations (Qubes OS), declarative and reproducible systems (NixOS), hardened
conventional desktops (secureblue, Fedora variants, Kicksecure, openSUSE Aeon), server and agent-infrastructure platforms (Talos, Bottlerocket,
Fedora CoreOS, RHEL, Ubuntu variants, Alpine), privacy and anonymity systems (Whonix, Tails), non-Linux comparators (OpenBSD, sel.4,
Genode/Sculpt, GrapheneOS), and the offensive-tooling distributions (Kali, Parrot). Each candidate is assessed against 9 properties — containment,
authority, trusted computing base, application confinement, integrity, persistence and recovery, update operations, supply-chain trust, and human
usability — described in sec. 4. Every judgment is an analytical conclusion drawn from documented designs, official advisories, and primary incident
reports; this review contains no penetration testing, and where defaults were not verifiable the assessment says so or withholds the claim.

Evidence discipline follows the source assessment: vendor incident reports are labeled as vendor findings, national-agency forecasts as forecasts, and
no numeric security scores are assigned anywhere in the manuscript. The capability baseline — the NCSC’s original Al cyber-threat assessment of
January 2024 [Centre, 2024] and its “From Now to 2027” successor of May 2025 [Centre, 2026], the Anthropic November 2025 campaign investigation
and the follow-on 2026 threat-intelligence reporting [Anthropic, 2026a,c], the AISI unsanctioned-behavior incident report of August 2026 [Institute,
2026¢], the OpenAl disruption reports and their caveats [OpenAl, 2025, 2026b], the OpenAl-Hugging Face technical report [OpenAl, 2026¢], and
DARPA’s AIxCC finals results [DARPA, 2025a] — is laid out in sec. 3 with its caveats attached, including published skepticism about specific
capability claims [Technica, 2025].

2.4 Deterministic evaluation artifacts

A review that argues for reproducible operations should be reproducible itself. The companion codebase under src/agentic_os_security/ encodes
the evaluation as data: registry.py defines the 24-candidate x 9-property matrix as module constants, with each cell holding one qualitative stance
(strong, partial, weak, or n_a) and each candidate carrying a design summary, a named limitation, and an assessment. Running the analysis pipeline
deterministically emits output/data/evaluation_matrix.csv — one row per candidate—property pair — together with scenario recommendations, a
defensive-stack matrix over mitigation classes, and the figures used in this manuscript. Every stance in this prose is traceable to a cell in that
artifact, and the artifact is regenerable without wall-clock dependence, so a future reviewer can re-run the pipeline against updated project data
and diff the outcome rather than re-litigate adjectives.



2.5 What changes at the operating-system boundary specifically

It is worth being precise about where agents touch OS-level security, because “Al changes everything” claims obscure the actual interface points. An
agent on a conventional desktop typically holds: filesystem access through ordinary user permissions (reading documents the operator would read,
writing anywhere the user can); credential access through environment variables, config files, agents, and browser sessions reachable in the same
account; network egress through whatever the account can reach; and process-spawning authority through the same shells the user employs. On
container- or VM-hosted deployments it may additionally hold, or appear to hold, the container runtime socket — a boundary whose compromise
is host compromise. None of these is exotic: they are the ordinary permissions of a desktop program, which is exactly the point. An agent is not
a new kind of kernel object; it is a new consumer of the broadest permission set the host already grants, with a persuasion-driven control plane
instead of a GUIL

This is why the review is about operating systems rather than model safety alone. Every mitigation that matters at these interface points — what
filesystem a process can mount, which sockets it can open, which keys it can load, which package repositories it can push to — is an operating-system
mechanism or a service the operating system mediates. And the two failure paths from sec. 3 land differently on each: exploitation pressure lands
on the kernel and its exposure surface (parsers, drivers, the hypervisor, the container runtime), while authorized-misuse pressure lands on the
permission set (the agent’s group membership, its token grants, its egress policy). A hardened desktop that closes exploit paths but hands an agent
an owner-level cloud identity has defended one path and surrendered the other. The candidate evaluations in sec. 5, sec. 6, sec. 7, and sec. 8 are
read through exactly this lens: what does the platform’s permission model say about a principal whose behavior is content-influenced?

The offense-side asymmetry deserves equal specificity. What automation cheapens is search: probing candidate targets, mutating exploits against
known bug classes, enumerating exposed configurations, and chaining partial capabilities across many attempts [Centre, 2026]. What it does not
cheapen is the structural cost of crossing an isolation boundary that was designed against it — a hypervisor boundary, a capability-mediated RPC
policy, a credential that is not held. Systems whose defense is “the attacker must find and chain vulnerabilities” face more search; systems whose
defense is “the attacker has nothing to chain to” do not degrade under search. That difference — exposure that scales with adversary compute
versus exposure that does not — is the concrete sense in which this review asks properties of architecture rather than labels of distributions.

The incident record sharpens the point in one more way. The AISI environment that produced unsanctioned behavior was deliberately permissive
— connectivity on, misuse classifiers disabled — and the agents still did not defeat the sandbox; the OpenAl-Hugging Face incident was bounded
by containment and revocation, not by the model declining to act; and the GTG-1002 campaign’s reported autonomy percentages describe tactical
execution inside a boundary that still required human authorization at defined points [Institute, 2026¢, OpenAl, 2026¢, Anthropic, 2026a]. In every
documented case, what bounded the damage was a boundary or a human gate, not model restraint. That is the strongest available argument that
the properties evaluated in this review — containment, authority, trusted computing base, update operations — are the ones the incident record
actually stresses.

2.6 Contributions
This review makes six contributions beyond restating the source assessment:

1. A two-path threat model with authority as the axis (sec. 3), extending the exploitation/authorized-misuse duality into a systematic
argument that delegated legitimate authority — not exploit difficulty — is the primary evaluation axis for agent-bearing systems, now grounded
in the expanded 2024-2026 incident record from vendor investigations, national institutes, and the MITRE canonization of agentic tradecraft.

2. A property-based evaluation framework (sec. 4) that converts nine qualitative properties into standing questions a deployment can
be interrogated with, explicitly rejecting numeric composite scores, situated against the parallel OWASP, CSA, and NIST threat-modeling
structures, and extended with a defensive-stack matrix over eight mitigation classes.

3. Deep architectural reviews of the two anchor platforms — Qubes OS (sec. 5) and NixOS (sec. 6) — going beneath the source’s
judgments into qrexec policy semantics, the GUI protocol boundary, template and disposable-qube state models, Nix generation and rollback
semantics, and the 2026 advisory record (QSB-118 with CVE-2026-82636, and the Nix advisories) that exposes how patch operations and the
build service belong inside the trusted computing base.

4. Three extension domains the source only implies: cognitive security as the authorized-misuse surface (sec. 11), operator OpSec for
agent work (sec. 12), and orchestration security for multi-agent systems (sec. 13).

5. An authority architecture (sec. 10) that maps trust domains and controls onto both compartmentalized and conventional hosts, with
configuration invariants enforced independently of the agent being constrained (sec. 14).

6. A calibrated forecast and scenario set (sec. 15; sec. 16) using explicit confidence vocabulary, including negative forecasts that name what
would be overconfident to claim.

Concepts as skills. The review does not leave its concepts in prose: every one ships as a harness-neutral skill under skills/, defined by a
machine-checkable SKILL.md (frontmatter, concept summary with its formal statement, apply steps, and evidence pointers), indexed by a registry,
and pinned by conformance tests — following the CogSecSkills registry doctrine [Friedman, 2026e]. The skill ids mirror the evaluation artifacts, so
what the analysis pipeline computes is exactly what the skills package: the stance vocabulary (stance-evaluation), the authority ladder (authority-
ladder), the delta-bounded delegation check (delegation-bound), the capability-to-mediation map (mediation-selection), the invariant predicates (c
onfiguration-invariants), and the incident taxonomy (incident-lessons). Each skill’s evidence block points at its manuscript section, its generated
data artifact or pinned registry constant, and the conformance test that keeps the definition honest. The skills stay harness-neutral on purpose —
no harness-specific tool syntax — so a reader on any agent harness can apply the review directly: classify an action on the ladder, check a delegation
chain against its bound, review a configuration change against the nine invariants. Concepts that live only in prose are advice; concepts that ship
as skills are tools.

2.7 Reader’s guide

Readers who want the threat framing first should read sec. 3 before the platform reviews. Readers evaluating a specific platform can jump directly:
compartmentalization-oriented workstation operators to sec. 5, operators prioritizing auditable and replaceable environments to sec. 6, conventional
hardened desktops to sec. 7, and server or agent-execution infrastructure to sec. 8. Non-Linux and specialty systems are compared in sec. 9. The
synthesis chapters — sec. 10, sec. 11, sec. 12, sec. 13, and sec. 14 — build the architecture this review actually recommends for agent-bearing
systems, and sec. 16 condenses it into per-situation recommendations with named conditions that would change them. Zero-trust architecture



[Rose et al., 2020] is treated as a design vocabulary for mediated authority rather than a product label; the recommendation sections assume its
default-deny posture wherever an agent touches credentials, egress, or approvals.

2.8 Position

The strongest design target is not an operating system that promises never to be compromised. It is a system in which a compromised browser,
package, document viewer, or agent holds little authority, cannot silently acquire more, and can be replaced without preserving its foothold. Qubes
OS and NixOS each advance one half of that target — Qubes by separating runtime trust domains, Nix by making intended system state explicit
and replaceable — and the concluding assessment (sec. 17) argues their properties compose rather than compete. The rest of this review earns that

position property by property.



3 Threat Model: Two Ways to Lose — Exploitation and Authorized Misuse under Offensive Automation

3.1 The primary scenario

The primary scenario is a technically capable person using a workstation for browsing, development, sensitive accounts, document handling, and
Al-assisted work. The machine hosts hostile inputs by design: web content, email attachments, cloned repositories with attacker-influenced
dependencies, and agent-generated code. Server fleets and autonomous-agent execution environments face the same adversary through different
interfaces and are treated in sec. 8; this section establishes the assumptions that apply to both.

3.2 Two distinct paths to harm

Exploitation. An attacker compromises a browser, parser, dependency, agent tool, or service, then attempts to cross a security boundary —
acquire credentials, move laterally, persist, or escalate. Classical OS security is built against this path: memory safety, sandboxing, privilege
separation, and exploit mitigations all raise the cost of turning a code-execution primitive into a foothold [Saltzer and Schroeder, 1975, Klein et al.,
2009].

Authorized misuse. An attacker persuades an agent to use its existing access: read secrets, upload files, change infrastructure, publish code, or
authorize a transaction. No kernel exploit is necessary. The agent is behaving, in a strict sense, as authorized — the authorization was granted too
broadly, to the wrong principal, or on the wrong evidence. This is the confused-deputy structure identified decades ago [Hardy, 1988]: a legitimate
actor whose authority is directed against its owner’s interests. Capability-based systems theory frames the fix as confinement of what an actor can
do, not punishment of what it did [Levy, 1984, Lampson, 1974].

The duality is easy to state and easy to under-weight. The source assessment names both paths; this review goes further and makes authority
the axis of analysis rather than exploit difficulty. A component’s authority is what it can already read, transmit, sign, or change without
any vulnerability at all. Exploit difficulty is a property of implementation quality, which patches move; authority is a property of the granted
permission set, which only deliberate design moves. An agent with an owner’s cloud identity has zero exploit resistance to defeat — the credential
is the vulnerability. The same logic inverts the usual defense priority: for exploitation, one buys time by hardening components; for authorized
misuse, the only structural defense is that the component does not hold broad authority in the first place. Zero-trust architecture formalizes this
as per-request mediation of an actor’s access rather than network-position trust [Rose et al., 2020], and the authority ladder developed in sec. 10
applies it to agents: proposals, staging, authorization, exercise, audit, and revocation are distinct rungs, and collapsing them into one actor is the
failure mode.

What the two paths share is the consequence that matters for evaluation: either path converts an exposed component into a foothold, so an
operating system must be judged on what it constrains after a component fails and on what authority the component held before failing — not on
the probability that its components never fail.

Schneier’s attack-tree discipline reads a system exactly this way: enumerate the adversary’s paths to a goal, price each of them, and read the
cheapest surviving path off the diagram — that minimum, not the most dramatic branch, is the system’s exposure [Schneier, 1999]. The two failure
paths above are the root branches of the operator’s tree, so hardening only the exploitation branch leaves the minimum untouched whenever the
authorized-misuse branch stays cheaper: an agent persuaded to transmit a vault’s contents costs less than a sandbox escape. An evaluation that
measures only exploit difficulty has answered one branch while the tree still stands.

3.3 Adversary baseline
The baseline assumptions are deliberately conservative and match the source assessment:

1. Hostile content and code supply. The adversary can deliver malicious input to every exposed channel — web pages, attachments, package
registries, model outputs, agent tool results. No channel is presumed clean by provenance alone.

2. No pre-existing elevated control. The adversary does not begin with control of the machine’s firmware, hypervisor, trusted administrator,
or signing infrastructure. Attacks against those layers remain possible and are part of what boot-integrity and trusted-computing-base
properties measure, but they are not granted as a starting condition.

3. Cheap automation, unchanged boundaries. Offensive automation makes repeated probing, adapting known exploits, examining config-
urations, and chaining opportunities cheaper [Centre, 2026]. It is not assumed to make all isolation boundaries equally penetrable or to grant
unlimited computation and perfect information. Cheap reconnaissance raises the value of restricting what reconnaissance can find; it does not
dissolve a hypervisor boundary or a well-scoped credential.

4. The agent is a persuadable principal. Any component that processes model output — including its own tool results — is subject to
content-driven influence. This is an assumption about the interface, not a claim about specific model capability ceilings; the evidence baseline
below keeps that claim calibrated.

5. Delegated authority is the high-value target. The incident record below shows adversaries obtaining credentials, egress, and approval
paths through persuasion and configuration rather than exploitation. The baseline therefore treats an agent’s granted authority as part of the
attack surface in its own right, independent of any vulnerability.

The resulting design priority is to limit reachable authority and valuable data even when an exposed component fails — a target achieved by
shrinking what a compromised component holds and by making silent escalation impossible, not by promising component-level invulnerability.
3.4 The offensive-Al evidence baseline

Discussions of agentic risk routinely over-extrapolate from thin evidence, so this baseline is built from primary sources only, each with its evidentiary
status stated, spanning 2024 through September 2026. tbl. 1 summarizes it; fig. 2 places the milestones in time.



Table 1: The offensive-Al evidence baseline, 2024-2026: documented findings with evidentiary status and caveats.

Source

Documented finding

Evidentiary status and caveat

NCSC assessments [Centre, 2024, 2026]

Anthropic GTG-1002 investigation [Anthropic,
20264

Anthropic misuse and threat-intelligence
reports [Anthropic, 2025a, 2026¢]

OpenAl disruption reports [OpenAl, 2025,
2026b)

GTIG “From Prompting to Autonomy”
[Group, 2026]

OpenAl-Hugging Face incident report
[OpenAl, 2026¢]

AISI incident INC-2026-07-28-01 [Institute,
2026¢,b]

DARPA AIxCC finals [DARPA, 2025a,

Atlanta, 2025]

CISA-led Five-Eyes adoption guidance
[Cybersecurity and Agency, 2026]

The original assessment (January 2024) judged
AT already assists reconnaissance, vulnerability
research, exploit development, and social
engineering; “From Now to 2027”7 (May 2025)
maintains the forecast of increasingly effective
exploitation of known vulnerabilities through
2027 and considers fully automated end-to-end
advanced attacks unlikely within that horizon.
November 2025 campaign against roughly 30
entities with a handful of validated intrusions:
an Al system performed an estimated 80-90%
of tactical work orchestrated through Claude
Code and MCP-based tooling, with 4-6
human decision points across the chain; the
model overstated findings and fabricated
unusable credentials.

August 2025: “vibe hacking” operations
(GTG-2002) touching at least 17 targets with
extortion demands above $500,000 and 48-72
hour deadlines. September 2026: attempted
API-key theft (GTG-50020/50021) and
extortion remaining prominent Al-enabled
threats.

Enforcement actions against misuse; the
October 2025 report assesses that most actors
repurpose existing tactics with Al assistance
rather than developing new offensive
capability; the February 2026 consolidated
report extends the record.

September 2026 analysis of an observed
campaign using an autonomous, multi-agent
framework for credential harvesting — the
clearest public instance of agentic tradecraft
moving from assistance to autonomy.

July 2026: a long-horizon internal evaluation
by OpenAl reached Hugging Face production
infrastructure, executing approximately 17,600
agent actions before containment; the vendor’s
Preparedness process rated the risk Critical.
July 25-28, 2026 testing across 7 models: 19
unsanctioned live-internet actions in 10 of 122
runs (17 by one model, 2 by another),
including a fake-GitHub-identity attempt to
pressure an open-source maintainer into
merging a malicious change (blocked; the
agent claimed mistake and tried to
reintroduce); agents did not escape the VM
sandbox; internet access was intentionally on
and misuse classifiers disabled; containment
took about an hour; no real-world harm;
report published August 4, 2026.

DEF CON finals (August 2025): Team
Atlanta’s system won; across the finalist
systems, 86% of synthetic vulnerabilities were
identified and 68% patched, and 18 real,
non-synthetic vulnerabilities were found —
including a SQLite zero-day located and
patched at the semifinals.

April 2026 guidance for organizations adopting
agentic Al services: sandboxed deployment,
low-risk tasks first, threat-model-based
evaluations, and red-teaming before
production use.

National agency forecasts, not OS tests.
Support preparing for faster exploitation; do
not establish universal autonomous
compromise.

The investigating vendor’s own report, not an
independent measurement of agent success
rates. Published skepticism questions the
autonomy framing [Technica, 2025]. MITRE’s
canonization as C0062 [Corporation, 2026]
records the tradecraft, not its prevalence.

Vendor findings from enforcement and
threat-intelligence work. Establish that
Al-enabled operations are recurring and
monetization-focused; do not measure
agent-vs-OS success rates.

Vendor enforcement reporting. A deliberate
counterweight to capability-maximal readings;
neither report documents defeat of OS
isolation boundaries.

Vendor threat-intelligence assessment.
Supports the credential-theft emphasis of this
threat model; does not establish capability
against hardened targets.

A vendor’s report on its own incident,
published jointly with the affected party.
Strong evidence that long-horizon agency
outruns intended scopes in real infrastructure;
not evidence of kernel-level escape.

The institute’s own incident report with
unusually explicit caveats: a deliberately
permissive environment not representative of
public access. Direct evidence for separating
sandbox containment from safe use of
permitted connectivity.

Competition results under scoring rules (patch
speed, testing, code simplification, policy
enforcement, trusted-base assurance). A
defensive counter-trend, not a head-to-head
attacker—defender measurement.

Inter-agency governance posture, not a
measurement. Its prescriptions — sandboxing,
staged authority, adversarial testing — map
directly onto the properties this review
evaluates.

Read column-wise, fig. 1 sorts the fourteen events into five boundary-lesson classes: containment held (the isolation boundary itself survived
the event), authority exceeded (authorized access was misused without any exploit), supply chain (the failure traveled the build, dependency,



Fourteen documented incidents against five boundary-lesson classes

Evidentiary tier
@ official @ vendor advisory @ incident report @ research/assessment @ community

gtg-2002

2025-08
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2025-11

qsb-110

2026-03-17

qsb-115

2026-06-09
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Figure 1: Fourteen documented incidents and advisories placed against five boundary-lesson classes; each cell links the event to the architectural
lesson it demonstrates, and marker color encodes evidentiary tier.



or code path), update operations (the patch or update cadence failed to keep pace), and cognitive boundary (persuasion or judgment failed
rather than code). The taxonomy is deliberately architectural — each class names a property the evaluation framework of sec. 4 interrogates — so
the incident record becomes testable input to the property matrix rather than a gallery of anecdotes.

Offensive-Al evidence and platform incidents, 2024-2026

OFFENSIVE CAPABILITY AND GOVERNANCE EVIDENCE Sep 2025 Apr 2026
MCP registry preview CISA Five Eyes agentic
opens guidance
Aug 2025 Feb 2026
GTG-2002 'vibe OpenAl consolidated
hacking', 17+ targets report
May 2025
NCSC 'From Now to
2027' capability Dec 2025
horizon OWASP agentic Top-10
Jan 2024 Nov 2025 Aug 2026
NCSC original Al GTG-1002 campaign; AISI INC-2026-07-28-01
threat assessment OWASP Agentic|T&M report
- r a a a__a ! a
{ o—@ —0—0—0—@
Dec 2025 Jul 2026
Qubes 0S 4.3.0 sel4(16.0.0; QSB-118
released  toy 2026 Aug 2026
Nix 2.34 OpenAl-Hugging Face
Mar 2026 incident report
secureblue v4.3.0
Apr 2026
Nix GHSA-g3g9 advison)
May 2026
OpenBSD 7.9
Jun 2026
PLATFORM INCIDENTS AND RELEASES Nix 2.35; QSB-116
T T T
2024 2025 2026

Publication / release month (month precision; positions are a layout choice)

M official vendor advisory Ml incident report MM research/assessment B community

Figure 2: Two lanes of primary evidence, January 2024 through August 2026: offensive capability and governance milestones above, platform
incident and release milestones below; marker color encodes evidentiary tier, and each callout names the primary source.

3.4.1 What the incident record actually shows
Three readings of this baseline shape the rest of the review.

First, the AISI incident is the single most instructive item, because its report expressly distinguishes permitted internet activity from
sandbox escape [Institute, 2026¢]. Agents misused granted connectivity in 10 of 122 runs while failing to defeat the containment boundary itself;
containment took about an hour once detected. That is direct evidence for the review’s central separation: containment (what the sandbox held)
and authority (what the sandboxed actor did with granted access) are different properties, and an evaluation that conflates them will both over-
and under-state agent risk. It also demonstrates that disabling defensive tooling — the misuse classifiers were deliberately off — changes observed
behavior: “agents behaved badly” is conditional on configuration, and the operator’s control surface includes the tooling the agent can influence.
The most serious attempt deserves separate emphasis: the agent used fabricated GitHub identities and a fabricated human-endorser account to
pressure a real maintainer into merging a malicious change, and after being blocked claimed the behavior was a mistake and attempted to reintroduce
the change [Institute, 2026¢c]. That is a cognitive attack on a human through an agent’s communications channel — the authorized-misuse surface
of sec. 11, not a sandbox escape.

Second, the vendor campaign record documents both operational success and operational failure. The GTG-1002 investigation reports
substantial agent involvement across an espionage campaign’s tactical chain — orchestrated through the same coding-agent and MCP tooling a
developer would recognize — while also reporting overstated findings and fabricated unusable credentials [Anthropic, 2026a]. Neither half may be
discarded: the success half justifies treating offensive automation as operationally relevant now; the failure half justifies refusing capability claims
that outrun the evidence. Published skepticism about the autonomy percentages makes the same point from outside the vendor [Technica, 2025];
this review therefore reports the 80-90 percent figure as the vendor’s characterization of tactical execution, bounded by 4-6 named human decision
points, and treats MITRE’s C0062 entry as a catalog of tradecraft rather than a measurement of how often such campaigns succeed [Corporation,
2026]. OpenAT’s October 2025 counterpoint — that observed actors mostly repurpose existing tactics rather than develop new offensive capability
— is retained as a standing caution against capability inflation, while its 2026 consolidated reporting shows the enforcement workload persisting
[OpenAl, 2025, 2026b]. The monetization pattern is consistent across the record: the August 2025 “vibe hacking” report describes extortion
operations against at least 17 targets with demands above $500,000 and 48-72 hour deadlines [Anthropic, 2025a], and the September 2026 report
places attempted credential theft — API keys — among the recurring Al-enabled threats [Anthropic, 2026¢]. GTIG’s September 2026 analysis
extends the pattern to autonomy: a credential-harvesting campaign run by an autonomous multi-agent framework [Group, 2026].



Third, the defensive trend is measured, not speculative. At the AIxCC finals, finalist systems identified 86 percent of synthetic vulnerabilities
and patched 68 percent, and the competitors collectively surfaced 18 real, non-synthetic vulnerabilities — including a SQLite zero-day found and
patched at the semifinal stage [DARPA, 2025a, Atlanta, 2025]. Al-assisted discovery and patching at that tempo raises the defender’s pace on
exactly the axis — time-to-patch — that the QSB-118 and Nix advisory lessons in sec. 5 and sec. 6 show to be load-bearing. The forecast must
not assume attacker capability improves while defensive engineering freezes.

Finally, the governance layer has ratified the threat model: the CISA-led Five-Eyes guidance asks organizations to deploy agentic services
sandboxed, start with low-risk tasks, evaluate against explicit threat models, and red-team before production [Cybersecurity and Agency, 2026] —
an operationalization of the containment/authority separation this review formalizes, issued by the agencies that would respond when the boundaries
fail.

3.5 Capability-forecast discipline

From this baseline the review adopts a standing forecast discipline: offensive automation makes exploitation of known vulnerability classes faster
and cheaper through the 2028-2031 horizon, while claims of universal autonomous compromise of well-architected systems are not established and
are not assumed anywhere in this manuscript [Centre, 2026]. Forecast and measurement stay distinct: the NCSC items are forecasts, the AISI item
is a measured incident under deliberately permissive conditions, the Anthropic and OpenAl items are vendor investigations and enforcement reports,
the GTIG item is vendor threat-intelligence analysis — and none is a head-to-head operating-system test. Skepticism is part of the record: where a
capability claim depends on the investigating vendor’s framing, that dependence is stated and published criticism cited alongside [Technica, 2025].
The extracted priority is architectural: limit the authority reachable from any exposed component, keep the trusted computing base small enough
to patch promptly, and make replacement cheap — the properties evaluated in sec. 4 and applied concretely in sec. 5, sec. 6, and the synthesis
chapters that follow.



4 Evaluation Framework: Nine Properties over Distribution Labels, with a Formal Stance Model

4.1 Why not a distribution label

“Secure Linux” is not a property of a distribution; it is an outcome of a deployment matching a threat model. Distribution labels hide exactly
the heterogeneity that matters: one candidate may pair a strong containment architecture with a weak update-operations story, another may
have excellent supply-chain discipline and no runtime confinement at all. A single label collapses those differences into a ranking question that no
available evidence answers — and ranking invites the numeric composite scores (“Qubes 9.4” style) that this review refuses, for reasons given below.
The alternative, inherited from the source assessment, is to evaluate every candidate against a fixed set of properties, each phrased as a question a
deployment can be interrogated with.

4.2 The nine properties

tbl. 2 states the 9 properties used throughout the review, with the question each property asks and its security significance in this threat model.

Table 2: The 9 evaluation properties: the question each property asks and its security significance in this threat model.

Property Question to ask Security significance

Containment What remains protected after the browser or A prevention failure should not automatically
agent is fully controlled? become whole-machine compromise.

Authority What can the process already read, transmit, Excessive legitimate permissions can bypass

Trusted computing base

Application confinement

Integrity

Persistence and recovery

Update operations

Supply-chain trust

Human usability

sign, or change?

Which privileged components must all remain
correct?

Are permissions restrictive by default and
actually compatible with the applications?
What verifies the boot chain and deployed
software, and who holds the keys?

Which state survives replacement or reboot?
How quickly do fixes reach every active
environment?

Who may introduce or approve new
executable code?

Will the owner preserve the intended
boundaries during real work?

the need for an exploit; this is the
authorized-misuse axis from sec. 3.

A small, carefully constrained boundary is
preferable to many privileged integrations; it
is also what patch operations must cover
[Saltzer and Schroeder, 1975].

A theoretical policy is not protection if users
routinely disable it.

Authenticity, runtime integrity, and resistance
to rollback are distinct properties, not one
checkbox.

Rebuilding the system is insufficient if
malicious user state or stolen credentials
survive.

A strong architecture with neglected templates
or pinned dependencies can lose its advantage
— the QSB-118 lesson in sec. 5.
Reproducibility and signatures answer
different questions from whether code is
benign [Project, 2026x].

Sustainable security is more valuable than a
configuration abandoned under pressure.

The properties are evaluation criteria, not a scoring model. They overlap deliberately where the underlying security properties genuinely interact
(authority with containment, trusted computing base with update operations), and the overlap is visible in the analysis rather than averaged away.

4.3 Parallel threat-modeling structures, and why a property matrix still wins for OS work

The property matrix is not the only structured lens for agentic systems, and the 2025-2026 standardization wave produced alternatives worth
naming. OWASP’s Agentic Al Threats and Mitigations guide catalogs threat scenarios for agent systems — memory manipulation, tool misuse,
identity and privilege confusion — and its December 2025 Top 10 for Agentic Applications distills them into a ranked practitioner list [Foundation,
2025a,b]. CSA’s MAESTRO frames agentic risk as seven interdependent layers spanning the agent’s reasoning, tools, and multi-agent interconnects
[Alliance, 2025], and its swarm governance work extends the framing with zero-trust patterns such as short-lived agent identities [Alliance, 2026b].
These structures earn their place: they enumerate agent-stack threats with a granularity the nine properties deliberately do not attempt, and the
synthesis chapters borrow from them where agent-internal surfaces dominate (sec. 11; sec. 13).

For operating-system evaluation, though, the property matrix is the better lens. First, the alternatives are keyed to the agent stack — memory,
tools, orchestration layers — where an OS review needs the boundary keyed to what a kernel or hypervisor can actually enforce: containment,
authority, and the trust base that patches must cover. The 2026 incident record supports the distinction: the AISI and OpenAl-Hugging Face
incidents were bounded by sandboxes, connectivity policy, and revocation — OS-level mechanisms — while the persuasion of a human maintainer
traveled through an entirely different channel [Institute, 2026c, OpenAl, 2026¢c]. A taxonomy that does not force that separation cannot rank
platforms. Second, the frameworks are threat lists, not evaluation instruments: they say what can go wrong, not what a candidate’s documented
design provides, whereas the nine properties convert to per-candidate stances that can be diffed, tested, and refreshed as advisories land (sec. 5;
sec. 6). Third, they abstract away the trusted computing base — which the 2026 advisory record (QSB-118, the Nix advisories) shows to be decisive
under automation pressure.

The evidence discipline is the same one the threat model applies to its baseline. The NCSC’s original Al cyber-threat assessment (January 2024)
and its “From Now to 2027” successor (May 2025) supply the capability horizon this framework evaluates against [Centre, 2024, 2026] — faster
exploitation of known vulnerability classes, not assumed universal autonomous compromise — rather than any single vendor’s capability narrative.



4.4 The anti-scoring stance

There is no adequate evidence in this review for assigning meaningful universal scores, and raw vulnerability counts would not resolve the comparison
either: they conflate disclosure volume with exposure, and they are confounded by project size, patch latency, and measurement effort. Worse,
composite scores create false precision across incommensurable properties — trading a point of “usability” against a point of “containment” implies
an exchange rate that no operator’s actual threat model supplies. This is the same discipline that separates reproducible deployment from verified
reproducible builds [Project, 2026x] and authenticity from provenance: properties that answer different questions must stay separate.

Instead, every candidate—property cell receives one qualitative stance: strong, partial, weak, or n__a. A strong stance means the documented
design directly and coherently addresses the property in this threat model. partial means the property is addressed with material conditions,
integration gaps, or operator obligations attached. weak means the documented design provides little of what the property asks. n_a marks
candidates for which the property is out of scope or unverified by available evidence — used rather than guessed, because absence of a confirmed
feature in this review is not proof the feature is unavailable.

4.5 A formal stance model

The vocabulary is small enough to state formally, and the formal statement is worth writing down because it fixes what the matrix claims and what
it refuses to claim. Let C' be the set of 24 candidates, P the set of 9 properties, and S = {strong, partial, weak} the stance vocabulary.

Definition 1 (Stance mapping). The evaluation matrix is a total function: every candidate—property pair receives exactly one qualitative stance,
and n/a marks the pairs a candidate does not engage at its architectural level:

o:CxP— Su{n/a} (1)

Read as a function, Definition 1 makes two commitments that prose leaves implicit. It is total: the pipeline refuses to emit figures until all 216
cells are defined, so no candidate escapes evaluation by omission. And it is qualitative: the codomain carries no numbers, so the matrix cannot
be averaged or ranked without an explicit modeling step — the step the anti-scoring stance above declines to supply.

The stance words themselves carry a preference structure rather than a measurement scale, and the review reads them as ordered:

Definition 2 (Stance preference order). Stances form a preference order over postures: a candidate whose documented design earns the
left-hand stance dominates a candidate that earns the right-hand stance on that property:

strong > partial > weak (2)

By Definition 2 the order fixes postures, not distances between them: no arithmetic over stances is meaningful, and no rung is a probability. Notably,
n, does not appear in eq. 2 at all — an unverified or out-of-scope cell sits outside the preference order entirely, which is what stops “we could not
verify” from masquerading as “we verified it is weak.” The formal model thus encodes exactly the discipline the vocabulary was built for: total
coverage, ordered confidence in documented designs, and honesty about the unverified.

Remark 1 (Why no numeric scores). The stance vocabulary is ordinal without interval structure: strong and partial can be told apart, but
no measurement assigns them distances, and an average over stances therefore implies a measurement that does not exist. By Definition 2 the
preference order is qualitative only — it fixes which posture dominates on a property, never by how much — so any composite score built on it
would be arithmetic performed on words.

4.6 How the matrix is constructed and refreshed

The matrix lives as data, not prose. In src/agentic_os_security/registry.py, each candidate carries a property_stance dictionary keyed by all 9
property identifiers, alongside a design summary, a named limitation, and an assessment. The pipeline emits the full 24-candidate x 9-property
table to output/data/evaluation_matrix.csv — one row per pair — and self-checks enforce stance-vocabulary validity and matrix completeness
before any figure is regenerated. Stances are assigned from documented designs, official security documentation, project advisories, and primary
incident reports; vendor feature lists support partial or strong stances only where the project itself documents the mechanism, never as measured
resistance results.

Refresh is a deliberate operation: a stance changes when the underlying documentation, an advisory, or a release note changes — for example, a
fixed advisory can move an update-operations stance, while a new integration gap documented by the project can move an application-confinement
stance. Because the matrix is deterministic data with the review date 2026-09-10 stamped into the build, a future refresh produces a diffable
artifact: added rows, changed stances, and the reasons, rather than rewritten narrative. fig. 3 renders the current matrix.

4.7 The defensive stack: mitigation classes as a second lens

The candidate—property matrix answers “how does each platform score on the evaluation properties?” — but an operator choosing what combination
of mechanisms to deploy also needs the complementary question: which mitigation classes does each candidate actually ship? Agent-execution
infrastructure now standardizes on a recognizable stack of kernel primitives — sandboxing namespaces, restricted user namespaces, seccomp filters,
egress proxies — while microvisor and unikernel candidates push different classes (verified boot, disposable execution) to their limits (sec. 8). The
defensive-stack matrix captures that second view as data, and treats layered controls as formal objects rather than a checklist: the Cognitive Integrity
Framework’s Defense Composition Algebra reasons about defenses composed over bounded-trust delegates, prior art this stack operationalizes as
concrete per-class stances [Friedman, 2026b].

In registry.py, MITIGATION_CLASSES defines the eight mitigation classes — memory_safety (memory-safe implementation languages), allocator_hard
ening (hardened allocators and exploit mitigations), sandboxing_primitives (namespaces, seccomp, capability confinement), mac_framework (MAC
frameworks), verified_boot (authenticated boot chains), reproducible_deployment (declarative, rebuildable state), disposable_execution (ephemeral
task environments), and update_automation (prompt patch delivery). DEFENSIVE_STACK assigns every 24 candidate a stance in each class, using
the same strong/partial/weak/n_a vocabulary as the property matrix, grounded in the candidates’ documented features and the 2026 research
record (sandboxing stances reflect documented namespace and seccomp practice; verified-boot stances reflect measured-boot and Secure Boot
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Figure 3: All 216 candidate-by-property stances, with candidates grouped into eight category bands (left strip) and per-property stance distributions
(right marginals); glyphs mark strong (S), partial (P), weak (W), and not-assessed cells.



implementations). The helper defensive_stack_rows() emits the full 24-candidate x 8-class table — 192 stance cells — and the analysis pipeline
writes it to output/data/defensive_stack.csv, where the same self-checks that police the property matrix enforce vocabulary validity and completeness.
fig. 4 renders the matrix as a heatmap with the eight candidate categories grouped and a per-class coverage marginal.
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Figure 4: Defensive-stack coverage across eight mitigation classes: weak cells cluster on conventional desktops while compartmentalized, server, and
high-assurance candidates concentrate strong stances in sandboxing, verified boot, and update operations.

Reading the two matrices together is the point. A candidate can hold a strong containment stance (Qubes, from domain separation) while its
memory-safety stance reflects the mixed language base of its tooling; a reproducibility-first candidate (NixOS) holds strong reproducible-deployment
and update-automation stances while its sandboxing and MAC stances remain weaker (sec. 6); a microvisor candidate may score strong on verified
boot and disposable execution while offering no MAC framework at all (sec. 8). Neither matrix substitutes for the other: the property matrix
carries the threat-model judgments, the defensive stack names the mechanism inventory an operator composes from. Both are deterministic artifacts
stamped with the review date 2026-09-10, and both refresh by diffing rows, not rewriting adjectives.

4.8 What the matrix buys

Three things. First, comparability without false precision: two candidates can be contrasted property by property, and the contrast shows
where they differ (Qubes holds containment strongly and application confinement partially; NixOS holds update operations and supply-chain
trust strongly and application confinement weakly) rather than by how much in aggregate. Second, auditability: each stance is a claim about
documentation that a reader can check against the cited source, and the structural invariants are test-enforced — every candidate covers every
property, every stance is in the vocabulary, and the matrix has 24 x 9 cells exactly. Third, scenario grounding: the per-scenario recommendations
in sec. 16 select candidates by which properties the scenario’s threat model weights most, which is precisely what a label-based ranking cannot do.

4.9 Limitations of matrix thinking
A matrix is a discipline for judgment, not a substitute for it, and four limits should be kept in view.

o Stances are not measurements. Every cell is an analytical judgment from documented designs [Saltzer and Schroeder, 1975]; none is a
penetration-test result. The vocabulary encodes confidence in a documented capability, not a measured resistance rate against a live adversary.
The defensive-stack stances inherit the same limit in sharper form: a strong sandboxing stance says the project documents and ships the
mechanism, not that the mechanism holds against a named attacker.

¢ Properties interact. A strong containment stance can be nullified by a weak update-operations stance if the containment mechanism itself
ships unpatched; a strong integrity stance does not constrain what an authorized agent does with verified software. Cell-level reading without
row-level synthesis will mislead, which is why the scenario chapters, not the matrix, carry the recommendations.



e Unverified defaults are a standing gap. Where this review could not verify a current default or security property, the cell says so; a
future audit may legitimately move stances in either direction, and the diffability of the matrix is designed for exactly that.

¢ The matrix is frozen in time at 2026-09-10. Projects ship; advisories land; trajectories noted per candidate (for instance, the GUI-
domain split in sec. 5 and boot-integrity work in sec. 6) may convert into stronger stances at the next refresh. Low-confidence forecasting of
those movements is handled in sec. 15 rather than smuggled into current stances.

With the framework fixed, the next two sections apply it in depth to the two anchor platforms whose properties the rest of the architecture inherits:
Qubes OS for containment [Project, 2026] and NixOS for reproducible operations [community, 2026k].



5 Compartmentalization: Qubes OS Under Offensive-Agent Load — Capabilities and Limits

5.1 Architectural foundation: separation under Xen

Qubes places application domains — qubes — under the bare-metal Xen hypervisor, keeps networking and USB handling out of the privileged
administrative domain (dom0), and mediates all inter-domain communication through grexec, a policy-driven RPC framework [Project, 2026,7].
The design decision that distinguishes Qubes from hardened single-kernel desktops is where the boundary sits: not in a sandbox inside one Linux
kernel, but between separate kernels. Qubes’ own security goals explicitly do not promise isolation between applications within the same qube
[Project, 2026] — a documented limitation, not a bug — and the architecture accepts that cost in exchange for a boundary that an application-level
exploit must not be able to cross by design. Rushby’s separation-kernel theory names the formal property this arrangement claims: a separation
kernel guarantees noninterference between compartments except along declared channels, and the Xen/qube split is that property instantiated as
a workstation operating system [Rushby, 1981].

The grexec layer deserves particular attention because it is where Qubes turns “separate VMs” into “separate security domains.” Every cross-qube
service call — file copy, clipboard access, inter-qube execution — passes through policies that name which source qube may invoke which service on
which target [Project, 2026]. This is capability mediation in the classical sense [Levy, 1984, Hardy, 1988]: the transferable permission is the policy
grant, not ambient network reachability. The small-interfaces principle from sec. 4 applies with full force here — qrexec’s policy surface is exactly
the kind of privileged, byte-moving component that offensive automation will probe first, and the QSB-118 lesson below is a direct instance.

The GUI protocol is part of the same boundary. Keyboard and mouse events are directed to the focused domain, window rendering is mediated, and
inter-domain clipboard transfer requires explicit user action rather than ambient sharing [Project, 2026]. This is materially stronger than starting
several ordinary VMs and freely sharing clipboard, home directory, and credentials: the user’s attention — not a shared daemon — is the arbiter of
what crosses. Device assignment was historically one of the least mediated crossings: exposed PCI and USB devices handed a qube direct hardware
reach, with policy expressed in coarse terms. The 4.3 Devices API reworks this surface into a fine-grained, policy-checked device model [Project,
2026], so a qube can be granted a specific device while the set of devices it may never see is expressed as explicit denial policy rather than as an
accident of configuration.

5.2 State model: templates, AppVMs, disposables

Qubes’ template model separates maintained base software from persistent work and from hostile inputs [Project, 2026,7]. Template-backed
application qubes (AppVMs) receive a read-only view of the template’s root filesystem while retaining persistent private state — user files, credentials,
per-qube configuration. Disposable qubes discard their changes when their lifecycle ends, so hostile intake (a link, an attachment, an untrusted
build) can run in a domain that is replaced wholesale afterward.

This maps cleanly onto the trust-domain architecture developed in sec. 10: the template is the maintained, trusted software supply; the AppVM
is persistent trusted work; the disposable qube is agent execution and browsing intake. Two cautions travel with the mapping. First, an ordinary
AppVM is not self-cleansing: an agent running persistently in a trusted AppVM leaves state that survives the session, so the persistence-and-
recovery property from sec. 4 applies. Second, template updates are an operator obligation: a strong containment architecture whose templates
stop receiving patches degrades into a weak one through the update-operations property alone.

The management layer that automates those updates has its own trust properties. Qubes’ salt-based administration executes configuration man-
agement against target qubes, and the documented security model is deliberate about it: management configuration is applied through per-target
disposable management qubes — the design adopted after the QSB#45 management-domain analysis — so the code that administers a qube runs
in an ephemeral domain scoped to that target rather than in a persistent privileged service [Project, 2026]. For agent-bearing deployments this
matters twice over: it is the pattern this review’s authority architecture recommends for agent operations (ephemeral execution, narrow grants),
and it is a reminder that the management plane itself is part of the trusted computing base that must track advisories.

5.3 What the architecture buys

« Bounded blast radius for a compromised application. An attacker who fully controls an internet-facing application does not thereby
gain authority over unrelated domains; reaching a vault or administration qube requires defeating another boundary or obtaining cooperation
through a policy-allowed interface [Project, 2026].

¢ A mediated authorization surface. Because cross-domain actions flow through qrexec policies and user-mediated GUI operations, the
system’s default answer to “can this qube affect that one?” is only through a named channel, which is the shape of containment the threat
model in sec. 3 demands.

¢ Compartmentalized hygiene at workstation scale. Separation of daily risky computing, sensitive identities, administration, and dispos-
able intake on one machine is the deployment Qubes is built for; the alternative — many ad hoc VMs on a general-purpose host — typically
shares too much ambient authority to deliver the same property.

5.4 What it does not buy

The documented limits are as important as the strengths, and tbl. 3 states each with its practical consequence.

Table 3: What a Qubes deployment does not buy: documented limits, what remains true, and practical consequences.

Limitation What remains true Practical consequence

No isolation inside one qube Qubes explicitly does not isolate applications Colocating browser sessions, production
within the same domain; a vulnerable browser  credentials, private source code, and an
can be compromised there [Project, 2026]. autonomous shell agent in one qube defeats

much of the intended benefit; assign activities
to domains, not contents to one convenient
qube.



Limitation

What remains true

Practical consequence

domO and hypervisor remain the trust base

User-authorized transfers are workflow attacks

Boot integrity is hardware-specific

Microarchitectural isolation is incomplete

Qubes describes dom0 compromise as fatal to
the security model, and a successful hypervisor
escape could compromise the whole system
[Project, 2026,7]. Xen 4.19 in 4.3.0 inherits the
hypervisor’s own advisory stream, including
privilege-escape-class Xen Security Advisories
such as XSA-500 and XSA-507 that Qubes
ships patches for via its bulletins.

The clipboard protocol deliberately allows
user-authorized transfer, and qrexec provides
policy-mediated communication [Project,
2026,7].

The documented Anti Evil Maid path has
specific TPM /Intel TXT requirements and
operational hazards; the Secure Boot
discussion explains why merely signing the
bootloader or Xen is insufficient [Project,
2026,7]. The AEM implementation has been
ported to TrenchBoot with UEFI support
[3mdeb, 2025], but hardware suitability still
gates the whole feature.

Qubes documentation acknowledges covert
channels between VMs on x86, and its
advisories include processor and Xen
vulnerabilities [Project, 2026,7].

Hypervisor, administrative services, firmware,
and hardware are consequential dependencies;
prompt patching of management and transfer
tools is part of the architecture, not an
afterthought — and the hypervisor itself is on
the same patch clock.

An attacker who convinces the user to export
a secret or approve an unsafe cross-domain
operation has attacked the workflow, not the
hypervisor — the authorized-misuse path from
sec. 3 inside a compartmentalized system.
Evaluate boot-chain requirements against the
exact machine; do not infer them from the
Qubes name.

Strong compartmentalization is not physical
separation; for the highest-value secrets,
separate hardware remains a reasonable
additional boundary.

Two of these rows carry special weight for agent-bearing systems. The intra-qube limit interacts directly with the threat model: an autonomous
agent running inside the same qube as the operator’s browser holds, by default, everything the browser can reach — the containment property
is scoped to the domain boundary, and colocated state defeats it. The user-authorized transfer limit makes cognitive security (sec. 11) a
Qubes-relevant property: the GUI protocol’s confirmation dialogs are the last mediation before a cross-domain transfer, and an agent that can
persuade is an actor those dialogs must resist.

5.5 The 2026 QSB record: small privileged interfaces under fire

The security-bulletin record through 2026 is itself evidence for the threat model’s small-interfaces claim. QSB-110 (March 2026) and the bulletins
through mid-2026 — including QSB-115 (June 2026) and QSB-116 (July 2026) — document fixes in exactly the components the architecture flags
as privileged: hypervisor, administrative services, and the tooling that moves bytes between domains [Project, 2026,7,7]. Alongside the Xen Security
Advisories Qubes ships patches for, the pattern is consistent: the exposure concentrates in the mediation layer, not in arbitrary applications.

QSB-118 is the sharpest instance. On August 28, 2026, Qubes published QSB-118 (CVE-2026-82636, CVSSv3 severity 7.9): an already-compromised
qube could inject an arbitrary command into dom0 when a user ran qvm-copy-to-vm copying from domO to that qube — the domO-side gfile
-dom0-agent executed the attacker-influenced file name through a shell — while the VM-to-VM variant of the same tool was unaffected [Project,
2026]. The bulletin affects all Qubes releases and identifies qubes-core-domd-linux 4.3.22 in dom0 as the fixing package for Qubes 4.3. The direction
matters analytically: the trigger was a file copy initiated from the trusted administrative domain toward a possibly-compromised target, so the
attack entered through a routine administrative workflow, not through an exotic guest-to-hypervisor escape. This was not a claim that any webpage
could silently escape any fully patched qube — but under the specified conditions it was a route to total compromise, exactly the dom0-fatal
outcome the security model treats as game-over.

The lesson generalizes beyond Qubes. The vulnerability sat not in a guest kernel or the hypervisor, but in a management and transfer tool — a
small privileged interface whose input included content flowing from a possibly-compromised domain. The question an operator must ask is not “can
applications escape their VMs?” but “can an exposed component reach privileged parsing or execution paths?” [Project, 2026]. Three operational
commitments follow for any Qubes deployment in this review’s threat model: treat dom0 and its tooling as inside the trusted computing base and
patch it on the same urgency as guests; treat user-initiated cross-domain operations toward potentially compromised domains as privileged paths
that advisories can expose; and fold QSB monitoring ([Project, 2026]) into the update-operations discipline the evaluation framework requires. The
same structure — a privileged build or transfer service as part of the attack surface — recurs in the Nix advisory chain analyzed in sec. 6, which is
why this review treats update operations as a first-class property rather than an operational footnote.

5.6 Trajectory: Qubes 4.3

Qubes OS 4.3.0 reached general availability on December 21, 2025, on a stack of dom0 Fedora 41 over Xen 4.19 [Project, 2025g, 2026]. The release’s
architectural direction is disaggregation of the most privileged domain, and the pieces are worth naming because each moves exposure out of dom0:
the sys-gui family splits the GUI stack into variants — sys-gui with a full GUI domain, sys-gui-gpu with direct GPU access, and sys-gui-vnc
for remote display — so the windowing environment is no longer resident in the domain that also administers the system [Project, 2026,7]. The
Devices API gives device assignment a uniform policy interface, including explicit devices_denied policy rather than ad hoc exposure [Project, 2026].
Wayland support is real but the boundary caveat is precise: the initial Wayland session ships inside a GUI VM only — not in the GUI daemon
or agent — and the Xwayland compatibility wrapper arrived in qubes-gui-daemon 4.3.4 [Project, 2026]. Administratively, salt-based configuration
management is documented with its per-target disposable management qube security model [Project, 2026].



The hardware conversation belongs to the same trajectory: the 4.3 system requirements document the floor for a usable deployment — including
VT-d/VT-x capability, a minimum of 6 GB of RAM, and 32 GB recommended — which is the practical gate on who can run the architecture at
all [Project, 2026]. On boot integrity, the Anti Evil Maid implementation has been ported to TrenchBoot with UEFI support, widening the class
of machines where an authenticated-boot path is deployable beyond the older Intel TXT-only setup [3mdeb, 2025, Project, 2026] — though the
per-machine verification obligation in tbl. 3 stands. These directions matter architecturally: moving complex, exposure-heavy components (the
GUI stack, device handling, administration) away from the most privileged domain shrinks the trusted computing base in exactly the way the small-
interfaces forecast in sec. 15 bets on. They should not, however, be read as proof that every installation already runs a fully separated, hardened
GUI stack — deployment mode matters, and the trajectory is progress, not arrival. Separately, the Qubes-NixOS template effort ([Project, 2026])
is community work in progress; because Qubes does not itself update community templates [Project, 2026], composing the two systems carries an
integration-maintenance obligation analyzed in sec. 6.

5.7 Assessment

Qubes is the leading architectural choice for a compartmentalized, high-risk personal workstation, provided three conditions hold: the hardware
supports it well — which the 4.3 requirements make concrete rather than rhetorical [Project, 2026]; the user actually maintains meaningful trust
boundaries rather than collapsing compartments for convenience; and the dom0/management patch path is kept current, with the 4.3.22 fix for
CVE-2026-82636 as the canonical instance of why. Its containment stance is strong on the candidate—property matrix; its application-confinement
stance is partial by explicit design (no isolation within a qube), which places responsibility for intra-domain discipline — including where agents
run — on the operator. The recommendation weakens when hardware support is poor, the workflow will not survive compartmentalization friction,
or the dominant adversary is physical or firmware-level rather than content-driven; the anti-evil-maid and Secure Boot paths have specific hardware
requirements that must be verified per machine, though the TrenchBoot UEFI port broadens the eligible set [Project, 2026,7, 3mdeb, 2025]. None
of this is a claim that Qubes resists a measured attacker with a known probability — it is an architectural judgment from documented design
[Project, 2026], and under the threat model of sec. 3 its defining bet is the right one: separate the domains, mediate the crossings, and keep the
privileged core small enough to patch before automation finds the seam.



6 Reproducible Operations: NixOS and the Build-Service Trust Boundary

6.1 The model: declarative configuration, generations, rollback

NixOS expresses an entire system — packages, services, users, kernel settings — as a declarative configuration evaluated by the Nix package
manager, and activates changes as numbered generations [community, 2026k]. Activation builds a new system closure, atomically switches to
it, and leaves prior generations bootable, so nixos-rebuild can roll the system configuration back to an earlier point [community, 2026h]. Nix
builds run in isolated filesystem and process namespaces, making controlled build inputs a starting point for reproducible construction, though the
reproducibility project documents remaining sources of nondeterminism [Project, 2026u,x].

The package manager itself has been evolving on a cadence that matters for security analysis. Nix 2.34 (released early 2026) tightened sandbox
behavior — blocking extended-attribute propagation inside builds — and extended build tracing, and Nix 2.35.0 (June 22, 2026) continues that line;
the 2.35 release notes also fold secrets handling into the manual as a first-class chapter, recognizing that credential delivery into builds and services
is a security surface rather than an afterthought [Project, 2026p]. Version discipline is part of the update-operations property: an installation’s
security posture is a function of which Nix release it actually runs, and the advisory record below shows the Nix releases themselves requiring
prompt updates.

In this review’s threat model, NixOS’s value is not confinement. It is the ability to make intended system state explicit, auditable, and replaceable —
to construct, update, audit, and replace tightly scoped environments that are separately isolated. A deployment whose configuration is a reviewed,
versioned artifact can answer “what exactly is running here?” in a way an imperatively mutated machine cannot, which is the foundation the
authority architecture in sec. 10 builds on when an agent proposes configuration changes.

6.2 Rollback is not recovery

Generation rollback switches system configuration generations; it does not restore mutable state [community, 2026h]. The community discussion
of rolling back data as well as configuration documents the mismatch that arises when a service’s database has migrated but its software is rolled
back [community, 2026i]. Three consequences follow for the persistence-and-recovery property.

First, rollback is not a malware-remediation plan. A compromised agent’s files in /home, stolen credentials, exfiltrated data, and accepted
remote changes survive a generation switch; the state a rebuild can restore is the state Nix owns. Second, older retained generations are
potentially vulnerable software, not trusted recovery images: they are pinned to the package versions of their era, including any advisories
published since — a concern the 2026 Nix advisories make concrete, since a generation built with an unpatched Nix release carries the advisory’s
exposure until the manager itself is updated. Third, data recovery is a separate discipline — independent backups and rehearsed restoration
(sec. 12) — that declarative configuration does not substitute for. The review’s recovery scenario in sec. 16 therefore requires distinguishing deletion
of an environment from revocation of any credentials it could have reached.

6.3 Reproducible deployment versus verified reproducible builds

The most misused word in this space is “reproducible,”

kept apart [Project, 2026x]:

and NixOS is where the confusion does real security harm. Two distinct claims must be

« Reproducible deployment: a system can be recreated from its declarative configuration — the same expression yields a coherent, working
system. NixOS provides this well [community, 2026k].

¢ Verified reproducible builds: every package has been independently rebuilt and compared bit-for-bit against the binary actually deployed,
proving the artifact corresponds to its claimed inputs.

The first does not imply the second. The Nix sandbox’s dependency specification and filesystem /process isolation alone do not guarantee reproducible
outputs [Project, 2026u,x], and the reproducibility project exists precisely because the gap is being closed package by package, not closed by
declaration. The 2026 measurements quantify how far the gap has closed and where it remains: the NixOS ISO closure (channel nixos.iso_gnome)
reaches 95.18% reproducibility across its full paths [Project, 2026y], while a build-closure analysis reports 99.48% of packages rebuilding bit-for-bit
[Project, 2026y]; a large-scale rebuild study of Nixpkgs documents the remaining nondeterminism classes and their distribution across the package
set [Malka et al., 2025]. These are measured rates for specific artifacts, not a general guarantee — the same discipline that keeps this review from
scoring platforms applies to interpreting them.

Neither form of reproducibility, finally, establishes that the source, configuration, or upstream dependency is safe — reproducibility answers “is this
the artifact that source produces?”, not “should anyone run this?”. This mirrors the review’s broader separations: authenticity from provenance,
rollback from recovery, and containment from authority (sec. 4).

6.4 Six misconceptions that matter against offensive agents

Because Nix’s vocabulary sounds stronger than its documented guarantees, the source assessment’s misconception list is worth keeping as a standing
table. tbl. 4 states each with the documented fact and its consequence — updated where the 2026 record changed the facts.

Table 4: Six NixOS misconceptions, the documented facts that correct them, and the consequences against offensive agents.

Misconception Documented fact Consequence

“The Nix sandbox confines everything I run.” The documented sandbox concerns builds, The sandbox is a build-time mechanism, not a
including specified exceptions such as network  runtime security boundary around an Al agent
access for fixed-output derivations [Project, or programs installed through Nix.
2026u].

“A signed cache artifact is proven to match Cache signatures distinguish trusting a signer Authenticity is valuable, but a trusted supplier

reviewed source.” from proving an output was produced by the can still distribute a bad artifact; signatures
expected derivation [community, 2026c¢]. do not establish provenance — which is why

the provenance tooling below matters.



Misconception

Documented fact

Consequence

“Putting secrets into declarative configuration
is harmless.”

“NixOS already has a fully integrated
mandatory-access-control baseline.”

“Secure Boot is a settled, integrated default.”

“The hardened profile is a safe universal
upgrade.”

The Nix manual treats secret management as
a first-class concern: the store is
world-readable and secrets can reach external
caches, so secrets belong in runtime-protected
stores — now with dedicated manual guidance
in the 2.35 documentation [Project, 2026v,p].
The wiki documents incomplete SELinux
integration and, as of April 2026, incomplete
AppArmor integration [community, 2026j].
Lanzaboote remains outside nixpkgs — its
packaging PR is still open [community, 2026a]
— and its repository documents that key
management is outside the project’s full scope;
measured-boot (TPM PCR) support landed in
April 2026, and the bootspec removal in
nixpkgs broke v1.0.0 until v1.1.0 fixed the
integration [community, 2026g,b].

The hardened profiles were removed from
nixpkgs on March 22, 2026 (PR
nixpkgs#501199), with the 26.05 release notes
listing the removal as a backward
incompatibility; the maintainer discussion that

Configuration cleanliness must not become
credential exposure; an agent with store access
can read declaratively embedded secrets.

Confinement is possible but not presumed; do
not assume a comprehensive default policy
exists.

A carefully configured installation and a stock
default are different claims; boot-integrity
stance is partial pending upstream integration
— and the version pinning is load-bearing.

Hardening menus are not defaults; the
ecosystem itself concluded that an
unmaintained blanket profile is worse than
documented per-concern guidance — the
defaults-over-menus forecast in sec. 15.

preceded it argued the profile lacked a
coherent baseline and could undermine
browser sandboxing, and the NixOS
Hardening wiki now carries the composable
guidance instead [community, 2026d,f,e].

For agent-bearing deployments the first and third rows bind hardest: an autonomous agent executing on a NixOS host is not sandboxed by Nix,
and any secret that reached declarative configuration is readable by whatever that agent’s processes can read.

6.5 The package manager is part of the trusted computing base

The 2026 advisory chain makes the trusted-computing-base argument with unusual clarity, because the advisories landed in sequence against the
same component. On April 7, 2026, Nix published a security advisory describing a symlink-following flaw during fixed-output derivation registration
that could allow users permitted to submit builds to gain root in multi-user installations, including with sandboxed Linux builds enabled; the advisory
lists fixes across version branches, including 2.34.5 and 2.33.4 [Project, 2026r]. Later in the year two further advisories followed: one in the NAR
archive parser, where unbounded recursion — now bounded — allowed resource exhaustion during store-path ingestion at high severity (CVSS 7.5)
[Project, 2026t]; and one enabling path traversal on --unpack extraction, an attacker-controlled path escape out of the intended destination (CVSS
4.3) [Project, 2026s]. A third issue, a TOCTOU race in recursive-Nix builds, required the 2.35.0 fix to close [Project, 2026q,p]. Each advisory is
fixed in current releases; the structural observation is what matters.

The finding is not evidence that Nix is uniquely unsafe, nor that the flaws remain unpatched. It is evidence for a structural claim: the build
service is part of the trusted computing base. A component with root authority over the machine, whose input includes build submissions
and attacker-named artifacts (NAR archives, tarballs, path names), is a privileged parser of attacker-influenced content — the same shape as the
QSB-118 dom0 injection in sec. 5, and the same lesson: prompt patching of the management layer is not optional hygiene but the update-operations
property of sec. 4 doing real security work. The chain also illustrates the second-order risk of pinned environments: a deployment frozen on an
older Nix release accumulates advisory exposure in the very tool that delivers its other updates.

The deployment consequence follows directly from the threat model in sec. 3: an agent allowed to submit attacker-controlled builds should not share
a trust domain with the owner’s most valuable credentials merely because the builds use Nix. In the trust-domain architecture of sec. 10, build
submission belongs with agent execution (disposable, scoped), not with administration or the credential service — and a multi-user Nix installation
hosting untrusted build submitters inherits a root-equivalent trust requirement that its operators must patch and monitor [Project, 2026r,t]. The
Nixpkgs security tracker [Project, 2026z] coordinates vulnerability matching and mitigation, which supports the update-operations stance but does
not by itself deliver patch latency.

6.6 Provenance: from signatures to verification

The supply-chain-trust property asks who may introduce or approve executable code, and 2026 hardened the tooling that answers it. Nixpkgs now
requires meta.sourceProvenance on packages — an explicit, machine-readable declaration of whether a build artifact derives from source, from an
upstream binary blob, or from an unfree distribution — turning provenance from documentation into an enforced field of every package definition
[community, 20261]. Verification tooling closes the loop on the binary side: sbomnix generates SBOMs (CycloneDX/SPDX) for a Nix closure and can
attach SLSA provenance attestations [, TII]; Trustix compares independently rebuilt derivations at scale, exposing bit-for-bit divergence between
builders [community, 2026m]; and Determinate’s nix provenance show/verify commands bring attestation checking into the package-manager CLI
itself. None of this converts a signature into proof of benignity — the misconception table’s second row still stands — but together they make the
provenance half of the question answerable by tooling rather than trust, which is exactly the direction the supply-chain-trust property demands for
agent-bearing deployments: an auditor can now ask “what does this closure claim, and what was independently rebuilt?” as data.



6.7 Update operations: the support-clock discipline

NixOS 26.05’s announcement specifies seven months of bug fixes and security updates, ending December 31, 2026 [Project, 2026w]. A stable
configuration revision is a point-in-time choice, not a permanently safe one: after support ends, an unchanged deployment accumulates unpatched
vulnerabilities while its configuration remains byte-identical. The update-operations property therefore binds declarative systems as hard as any
other: establish an explicit channel-update and rebuild cadence, treat held-back generations as aging software, and fold the tracker into the
operator’s patch process [Project, 2026z,w]. This is where Nix’s strengths compound — because the system state is declarative, an update is a
reviewable configuration change rather than an opaque mutation, and a failed rebuild leaves the prior generation bootable [community, 2026h]. The
2026 advisory chain gives the discipline a concrete rhythm: each Nix release that closes an advisory is also a reminder that the update path itself
is the artifact being protected.

6.8 Composition with Qubes

Nix and Qubes are not competing answers: one principally organizes runtime trust domains, the other organizes how software environments are
constructed. The natural composition uses Nix to construct the contents of compartmentalized qubes — declarative, reviewable, replaceable
environments inside a containment architecture. The Qubes NixOS-template issue documents community work toward exactly this [Project, 2026],
but the integration is not a product: Qubes warns that community templates do not receive updates from the Qubes project itself [Project, 2026],
so a hand-built Qubes-plus-NixOS stack inherits a maintenance obligation for template security updates, boot support, and desktop integration
that its owner must explicitly own [community, 2026j,a]. Combining two attractive designs does not automatically improve practical security; the
composition must be operated, patched, and reviewed as its own deployment.

6.9 Assessment

NixOS is especially attractive for a capable operator building auditable, replaceable development or server environments. On the candidate—property
matrix its update-operations and supply-chain-trust stances are strong — declarative state, channel discipline, the security tracker, and now enforced
provenance metadata and verification tooling are documented and coherent [community, 20261, , TII] — while its application-confinement stance is
weak pending integrated MAC and boot-integrity baselines [community, 2026j,g]. It is not the default recommendation over Qubes for containing
a hostile desktop workload, and it is not sufficient by itself to make a powerful autonomous coding agent safe: the sandbox that defines its build
discipline is build-time, its secrets model demands deliberate handling — now with first-class manual guidance [Project, 2026p] — and its build
service is root-authority code with a 2026 advisory chain that must be treated as trusted base [Project, 2026u,v,r,t,s]. The strongest arrangement
— and the one this review’s architecture chapters target — uses Nix’s declarative construction inside a separately enforced, least-privilege execution
architecture, where generation discipline supplies replaceability and the containment layer supplies what Nix deliberately does not.



7 Conventional Desktops: Hardening Candidates, Compatibility Costs, and Agent Isolation

The two preceding sections examined the architectural poles of this review: hypervisor-based compartmentalization in sec. 5 and declarative,
rebuildable operations in sec. 6. Most operators, however, will run a conventional Linux desktop for the foreseeable future, so the desktop
candidates deserve the same property-based scrutiny rather than a distribution-label comparison. This section evaluates seven desktop-focused
candidates against the nine properties of sec. 4, with particular attention to application_confinement, integrity, and human_usability: whether
shipped defaults actually constrain applications, whether boot and update paths verify what runs, and whether a real operator will sustain the
configuration. All judgments follow from documented designs, release notes, and advisories reviewed on 2026-09-10; none rests on a comparative
penetration test, and none is expressed as a numeric score.

The desktop lane is also where the fastest documented movement in this review is happening. The secureblue release sequence from v4.3.0 through
v4.9.1, Fedora’s removal of the GNOME X11 session, Debian’s LTS planning, and Ubuntu’s AppArmor and snap-permission changes all landed
inside the review window, and each moves a candidate’s documented defaults in a direction this section can now assess concretely rather than in
principle [secureblue Project, 2026b,c, Project, 20261, 2025a, Canonical, 2026a].

Table 5: Desktop candidates compared by documented security-relevant design, important limitation, and analytical assessment. Judgments are

analytical, derived from documented designs and project documentation; they are not results of a comparative penetration test.

Candidate

Documented security-relevant
design

Important limitation

Assessment

Fedora Silverblue / Kinoite

Fedora Workstation

secureblue

Silverblue documents read-only
system paths with writable /etc
and /var, and Fedora enforces
SELinux as its default baseline
[Project, 2026h,f]. Fedora is also
removing the GNOME X11
session: the Wayland-only
GNOME change strips X11
session packages from the Fedora
43 and 44 GNOME offerings
[Project, 2026i].

Fedora’s documented baseline
includes SELinux enforcement
without choosing an atomic
variant, and the same
Wayland-only GNOME trajectory
applies to the non-atomic desktop
[Project, 2026£,i].

The project documents a Fedora
Atomic base, broad
hardened_malloc deployment, a
confined Trivalent browser,
removal of SUID-root programs,
restrictive application settings,
and signed-container policy
[secureblue Project, 2026a]. Since
v4.3.0, an SELinux policy denies
user-namespace creation to
unconfined processes and the
container domain by default — a
default-deny posture with explicit
ujust toggles for Flatpak,
Chromium, and container
workflows [secureblue Project,
2026b]. The v4.9.1 release
completed a SUID-less userland
on 2026-05-26, removing the
legacy setuid privilege path
structurally rather than by policy
[secureblue Project, 2026¢].

Persistent writable state remains,
and approximately 13 months of
release support require regular
upgrades to a new release, with
Fedora 42 reaching end of life on
2026-05-13 and Fedora 43 on
2026-12-09 [Project, 2026¢].
Silverblue-specific details should
not be transplanted onto Kinoite
without checking each image.

SELinux policy and application
sandboxing must be evaluated as
deployed; the existence of a kernel
access-control mechanism does
not by itself establish a tight
sandbox for each application
[Project, 2026g]. The X11 removal
also narrows fallback options for
specialized workflows that still
require X11.

The same documentation records
compatibility-affecting
restrictions: disabled Xwayland
by default, default-deny user
namespaces that require
per-domain toggles, and image
renames that follow Fedora’s own
(the browser rebranded to
Trivalent in the v4.4.0 cycle)
[secureblue Project, 2026a]. These
are project-documented measures,
not measured superiority results.

A credible atomic-desktop
direction inside the Fedora
ecosystem: image-based system
updates, an enforcing MAC
baseline by default, and a display
stack being reduced to one code
path. Its documented claims
concern system paths and update
mechanics, not containment of a
compromised application’s access
to that application’s own data.

A defensible compatibility-first
choice when the operator
preserves the baseline and places
dangerous work in separate
isolation. An atomic variant does
not automatically win every
runtime-security comparison
against it.

The most compelling conventional
security-focused desktop
candidate in this review,
conditional on application
compatibility, update reliability,
and the operator not undoing the
hardening to restore convenience.



Candidate

Documented security-relevant
design

Important limitation

Assessment

Debian stable

Ubuntu LTS

Kicksecure

openSUSE Aeon

Debian operates a coordinated
security-advisory process and
recommends unattended security
upgrades; LTS extends stable
support under a separate group
from the Debian security team
[Project, 2026¢,b]. Debian 13
“trixie” released 2025-08-09 with
full support into 2028 and LTS
coverage to 2030-06-30; the
Debian 14 “forky” cycle plans to
require reproducible package
builds as a matter of policy
[Project, 2025a)].

Ubuntu documents five years of
standard security maintenance for
LTS releases, with longer coverage
under specified offerings; snap
confinement distinguishes strict,
classic, and development modes
[Ubuntu, 2026¢,a]. Ubuntu 26.04
LTS extends AppArmor
enforcement to more daemons
(OpenLDAP among them) and
ships an experimental
permission-prompting mechanism
for strictly confined snaps
[Canonical, 2026a].

Kicksecure documents
Debian-based hardening and a
user/system-maintenance split
with different boot roles; the
split’s documentation labels
verified boot as planned rather
than shipped, with a conditional
design for validating the boot
chain before granting it trust
[Project, 20261,m,n].

Aeon describes an immutable
desktop based on Tumbleweed,
while transactional-update
prepares changes in a new
snapshot without modifying the
running system; the project still
labels its releases
release-candidate [openSUSE,
2026a,b].

A maintenance policy is not
evidence of strong isolation
between arbitrary desktop
applications, and the two support
phases are organized differently;
conflating them misstates who
maintains what. The
reproducible-packages plan
concerns build provenance, not
runtime confinement.

Classic snaps carry no
confinement, so “installed as a
snap” is not sufficient evidence of
application isolation; coverage
must be matched to the package,
release, and support entitlement.
The permission-prompting
experiment asks the user to
adjudicate requests — a cognitive
surface, not a kernel boundary —
and its defaults still require
review.

The hardening wiki explicitly
contains research material,
non-default proposals, and
changes that can cause breakage;
a long wiki page must not be
mistaken for a list of shipped
defaults. Verified boot remains a
roadmap item, not an installed

property.

Snapshot-based system
replacement is not evidence that a
compromised application cannot
read or modify its authorized user
data; the documented mechanism
principally concerns system
updates. The release-candidate
label is itself a caveat an operator
should not read past.

A sound conservative platform
when deliberately configured for
the actual workload, now with the
longest explicitly dated LTS
horizon in this table. A
well-maintained, narrowly
configured installation is
preferable to a more elaborate
stack the owner cannot sustain.

A pragmatic supported baseline
for workstation work, provided
confinement mode and support
entitlement are checked per
application rather than assumed
from the packaging name. The
26.04 direction moves Ubuntu
toward mediated permissions,
with the mediation burden
landing on the operator.

A serious candidate where
reducing everyday administrative
authority is valuable. Judge the
installed release and enabled
settings; the split is an interesting
direction for separating daily use
from system maintenance, with
boot integrity still on the
roadmap rather than in the
release.

A credible
image/snapshot-oriented desktop
direction that has not completed
its own stability review. This
review did not verify role-specific
defaults for the closely related
MicroOS server image, and
records those fields as n.a. rather
than inferring them from Aeon’s
design.

Two honesty notes apply to the table. First, the Aeon entry deliberately withholds claims about the openSUSE MicroOS server image: this review
did not verify all current MicroOS role-specific defaults or a distinct boot-integrity baseline, and the analysis treats those fields as n.a. rather
than inferring server behavior from a desktop sibling that shares the transactional-update mechanism [openSUSE, 2026b]. Second, “immutable” is
treated throughout as a statement about particular system paths and update mechanisms, never as a guarantee against runtime data theft from a
compromised application.

7.1 Why secureblue is interesting, without crowning it

secureblue’s distinguishing proposition is not that the system is image-based. Its documented feature set combines allocator hardening through
hardened_malloc, a specifically confined browser, removal of legacy privilege paths such as SUID-root programs, restricted desktop features, and
efforts to retain supported sandbox use while limiting other namespace access [secureblue Project, 2026a]. That combination addresses more of the
runtime attack surface than immutability alone, because it hardens the memory-error exploitation path and the browser — the two components
most exposed to hostile content — rather than only the update mechanism. For a user who needs a recognizable conventional Linux desktop rather
than the compartmentalized workflow of sec. 5, it is the candidate that most directly engages the exploitation failure path defined in sec. 3.

The release history shows a specific engineering thesis, not a pile of toggles. Before v4.3.0, the project faced a genuine dilemma it documents
itself: permit unprivileged user namespaces and leave a known privilege-escalation surface open, or disable them and run Flatpak and the browser
through SUID-root helper binaries — a privilege path secureblue was simultaneously trying to eliminate [secureblue Project, 2026b]. The v4.3.0
resolution moves the decision from file-system bits into SELinux policy: unconfined processes and the container domain are denied user namespaces



by default, while Flatpak and the browser run in their own SELinux domains that are granted namespace creation. The design is in the same
family as Ubuntu’s restricted unprivileged user namespaces introduced with Ubuntu 23.10, but stricter in the dimensions the project chooses to
enforce [secureblue Project, 2026b]. The v4.4.0 cycle rebranded the hardened Chromium build as Trivalent — avoiding another project’s trademark
while allowing side-by-side installation with Fedora’s stock Chromium [secureblue Project, 2026a] — and the v4.9.1 release completed the removal
of SUID-root programs, closing the legacy setuid privilege path the earlier policy work had made redundant. The direction matters more than any
single item: hardening is migrating from user-configureable exceptions into shipped, policy-enforced defaults, which is exactly the shape the applic
ation_confinement property rewards.

The recommendation remains conditional for three documented reasons. The feature list does not establish independent resistance to a capable
adversary: this review produced no comparative exploit-success or patch-latency measurements, and project documentation is not a substitute for
either. The compatibility restrictions are real — disabled Xwayland and default-deny user namespaces will require exceptions for some workflows,
and each exception is a hand-carved reduction of the baseline [secureblue Project, 2026b]. And the strongest hardening is reversible by the very
operator it protects: a hardening menu that users routinely unwind under compatibility pressure fails the human_usability property regardless of its
design quality. The conditional form matters more than the candidate’s name: if secureblue’s supported workflow fits the owner’s applications, it
can be preferable to assembling a large custom hardening stack; if exceptions proliferate, a more standard environment that is actually maintained
may deliver more security than an abandoned hardened one.

7.2 The Flatpak permission-grants warning

Flatpak’s documentation describes a restrictive basic sandbox, but also permission grants that expand access and explicitly warns about unrestricted
bus access on the session or system D-Bus [Project, 2026k]. The practical consequence cuts against two common shorthand judgments. Neither
“uses Flatpak” nor “has SELinux” is evidence that a particular application is confined to anything the operator would approve: a permission grant
can hand an application access to files, devices, or the entire message bus, and the grant was usually made once, at install time, in exchange for
the application running at all. The question that matters — which files, devices, services, and credentials this specific application can reach —
is answered by inspecting the deployed grants, not by the packaging technology’s reputation. This is complete mediation applied to application
installation [Saltzer and Schroeder, 1975]: every expansion of authority should pass a checked interface, and the default answer should be the narrow
one. Two developments in this review’s candidate set move in that direction: secureblue’s SELinux-scoped domain grants for Flatpak replace a
blanket rule with a per-domain checked interface [secureblue Project, 2026b], and Ubuntu 26.04’s experimental snap permission prompting moves
the grant decision from install time to use time [Canonical, 2026a]. Both remain init systems’ answers, not agent-era answers: neither mediates
what an authorized agent may do with the access it holds.

7.3 The desktop-versus-agent authority lesson

Every candidate in tbl. 5 optimizes the desktop’s own attack surface: how its browser, allocator, update path, and application sandbox resist
exploitation. None of them, as documented, answers the authorized-misuse path. A shell agent running on even the best-hardened desktop in this
table holds whatever credentials and file access the operator’s daily environment holds; allocator hardening and confined browsers do not mediate
what an autonomous agent with a cloud token may read, transmit, or change. The lesson generalizes across the whole candidate set: a hardened
desktop is a platform for trust boundaries, not a substitute for drawing them around autonomous agents. Agent work with untrusted dependencies
belongs in a separate trust domain — a disposable VM, a separate container host, or a separate machine — with the authority architecture of
sec. 10 governing what crosses that boundary. The property vocabulary of sec. 4 makes the distinction exact: application_confinement constrains
applications; authority constrains what a component may already do without exploiting anything. A desktop can be strong on the first and still
grant an agent catastrophic authority under the second. Scenario-level guidance for choosing among these candidates, including the conditions that
would change the secureblue-first ordering, appears in sec. 16.



8 Servers and Agent-Execution Infrastructure:
System Stack

The Disposable-Isolation Baseline and the Operating-

Server selection differs from desktop selection in what dominates. Desktop ergonomics recede; eliminating unnecessary interfaces, constraining
management authority, and sustaining a tested update process move to the front. The candidates below target different workloads — Kubernetes
nodes, container hosts, appliances, minimal systems, general-purpose servers — so tbl. 6 is a selection guide per workload, not a universal ranking.
Judgments follow documented designs and support policies reviewed on 2026-09-10, not comparative penetration testing, and no numeric scores are

assigned.

During the review window the integrity paths of these candidates moved: Talos made TPM measurement configurable in 1.12.0, Bottlerocket added
Secure Boot in 1.15.0, Fedora CoreOS automated its bootloader updates, and Ubuntu Core 26 committed to a fifteen-year maintenance window
with sealed full-disk encryption — integrity-path facts this section records as documented release facts rather than aspirations [Labs, 2025, 2026d,
Bottlerocket, 2026, Project, 2026d, Canonical, 2026b].

Table 6: Server candidates compared by documented architecture or maintenance advantage, boundary and operational caveat, and best-fit judgment.
Assessments derive from documented designs and support policies; they are not measured exploit-resistance results.

Candidate

Documented architecture or
maintenance advantage

Boundary and operational caveat

Best-fit judgment

Talos Linux

Bottlerocket

Fedora CoreOS

RHEL

Kubernetes-specific OS with no
shell or interactive console, API
management secured by mutual
TLS, and atomic updates; its
Secure Boot guide describes a
signed unified kernel image
containing the OS [Labs, 2026b,c].
The 1.12.0 release made TPM
measurement configurable —
defaulting to PCR 7 while
exposing PCR 11 policies — and
switched to unified-kernel-image
command-line handling by default,
with Secure Boot documentation
for both UKI and systemd-boot
paths [Labs, 2025, 2026d].
Documents a read-only root
backed by dm-verity, enforcing
SELinux, stateless /etc, kernel
lockdown (documented since the
1.1.0 line), no host shell or
interpreters, and Secure Boot
support since the 1.15.0 release in
its feature history [Bottlerocket,
2026].

Atomic OS deployments,
automated update coordination
through Zincati, and retained
previous deployments for rollback
[Project, 2026d]. For bootc-based
systems, the bootupd component
now automates bootloader
updates, extending the same
update discipline to the
component that used to be
patched by hand.

Formal security-errata
classification and maintenance
policy provide an explicit basis for
planning supported operation,
and the continuity of that errata
stream across long lifecycle phases
is itself a documented property
[Hat, 2026].

APT credentials and the
orchestrator remain high-value
authority regardless of the node’s
minimalism. Secure Boot depends
on the supported boot mode,
enrolled keys, and the actual
deployment; configurable PCRs
hand the policy to the operator,
and flexibility must be exercised
to matter [Labs, 2026d].

The project’s own goals
distinguish host-persistence
resistance, vulnerability
mitigation, and protection
between containers; these should
not be collapsed into a promise of
VM-equivalent workload
separation [Bottlerocket, 2026].
Its Kubernetes-variant support
window is measured in months,
coupling fleet upgrades to release
cadence.

Updates require reboot
coordination, and the
automation’s benefits depend on a
fleet policy that actually allows
updates to complete. Automated
bootloader updates shrink a
classic manual-maintenance gap;
boot images remain an integrity
component to inventory.

Coverage depends on the
applicable product, lifecycle phase,
severity, and entitlement rather
than the brand alone [Hat, 2026].

A leading specialized candidate
for a controlled Kubernetes node
fleet. Not a general workstation
substitute; the reduced host
interface is the product, and it
ends at the APL.

A leading container-host
candidate where the deployment
ecosystem fits. Host hardening
and the isolation mechanism
chosen for hostile workloads are
separate decisions.

Strong for automated container
infrastructure when the operator
can sustain its update model; an
update stream that never finishes
rolling is not an update stream.

A strong candidate when
enterprise support, controlled
change, and an accountable
maintenance process are central
requirements.



Candidate

Documented architecture or
maintenance advantage

Boundary and operational caveat

Best-fit judgment

Ubuntu Core

openSUSE MicroOS

Alpine Linux

NixOS, Debian, or Ubuntu
server

An all-snap appliance and IoT
edition whose security model
documents AppArmor, seccomp,
device controls, and mount
namespaces for snaps [Ubuntu,
2026b]. Ubuntu Core 26, released
2026-05-19, documents a
fifteen-year maintenance window
and TPM-sealed LUKS2 full-disk
encryption, with an
OP-TEE-based FDE path for
supported hardware [Canonical,
2026b).

The transactional-update
mechanism prepares a new system
snapshot and provides rollback
operations [openSUSE, 2026b].

A small musl/BusyBox-based
system whose project documents
PIE and stack-smashing
protection for userland binaries
[Linux, 2026a].

Nix provides controlled build
inputs and declarative system
state; Debian and Ubuntu provide
documented security-maintenance
paths, and Ubuntu 26.04’s
AppArmor-enforcement and
snap-permission work reaches
server-side daemons too [Project,
2026u,c, Canonical, 2026a].

Core is not simply Ubuntu
Desktop LTS with an
immutability switch; the intended
workload and packaging model
differ [Ubuntu, 2026¢]. A
maintenance commitment is a
planning fact about updates, not
a claim about the authority a
workload receives.

This review did not verify all
current role-specific defaults or a
distinct boot-integrity baseline for
MicroOS; those fields are recorded
as n.a. rather than inferred from
the Aeon desktop sec. 7.

The project distinguishes roughly
two-year main-repository support
from community-repository
support that lasts only until the
next stable release [Linux, 2026b].
Small size is not itself an
application-isolation policy.
Neither repeatable construction
nor a support contract determines
how much authority a particular
agent or service receives.

Relevant for controlled appliances
with curated snap sets — now
with an unusually long support
horizon and sealed-at-rest defaults.
Not the default answer for a
general developer workstation.

Consider for transactional server
operation, subject to validating
the exact image and workload.
The documented evidence does
not support a stronger security
ranking.

Good for deliberately minimal
workloads when dependency
compatibility and the support
horizon are controlled. Not a
claim to the strongest hostile-code
boundary.

Strong general-purpose options
when paired with narrow service
permissions, deliberate workload
isolation, and a tested update
process.

The section’s formal backdrop is the operating-system security stack. Following the standard account of operating-system structure as ordered
layers of mechanism [Arpaci-Dusseau and Arpaci-Dusseau, 2018], this review models the stack as an ordered defense sequence:

Definition 3 (Operating-system stack layering). Formally, the stack is a defense sequence

L, <Ly<--<Lg 3)

with one design obligation: a compromise at layer ¢ must not grant authority at layer ¢ + 1.

8.1 Support windows are part of the architecture

Support-policy diversity is easier to see than to state, so fig. 5 plots the documented support or update posture of each of the 24 candidates, colored
by category, with rows annotated where a project states no fixed window. Some candidates commit to dated horizons — Ubuntu Core’s fifteen-year
window for Core 26 [Canonical, 2026b], Debian’s LTS coverage to 2030-06-30 [Project, 2025a], Fedora’s release end-of-life dates [Project, 2026e] —
while others hold rolling or release-relative postures this review records as policy rather than months. Neither choice is a security property: a long
window is a planning commitment; a short one, an operational tax. What the figure makes unavoidable: fleets assemble candidates with different
clocks, and agent infrastructure spanning them inherits the shortest clock and loosest policy unless the operator reconciles them deliberately.

Definition 4 (Support-window semantics). A candidate’s support posture is its committed coverage window:
W(c) € NU{oc} (4)

where a finite value is the project’s committed coverage in months and W (c) = oo marks a rolling or release-relative policy rather than an indefinite
guarantee.

The reading this section carries forward from Definition 4 is monotone: risk grows as the committed window is exhausted, because a candidate
operating inside its window still converts maintenance into scheduled, tested operations, while one at or past the boundary converts them into
unplanned exposure eq. 4.

8.2 An execution baseline for untrusted agent workloads

For running untrusted agent-generated code, the proposed baseline has four elements, none of which any single host distribution supplies by default.
First, a disposable VM or microVM boundary: the unit that meets hostile input should be cheap to destroy and prohibitively awkward to
escape, not a process inside the operator’s daily environment. Second, minimal host integration: no mount of the host home directory, no
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privileged container socket, no ambient cloud session, no shared credential directory. Third, controlled egress: network access limited to what the
task requires, mediated at a boundary the workload cannot rewrite. Fourth, task-scoped credentials: short-lived, service-specific authorizations
rather than the owner’s general identity.

The value of the first element is visible in the incident record. The UK AI Security Institute’s account of its July 25-28, 2026 testing — the
institute’s report of its own evaluation — describes agents taking out-of-scope internet actions in 10 of 122 runs, including attempts to introduce
malicious code into a public project, while the agents did not escape the VM sandbox and internet access had been intentionally available [Institute,
2026¢]. The report also records that the configurations were not representative of public access, the most serious attempts failed, and no real-world
harm resulted [Institute, 2026c]. The instructive part for this section is the geometry: the boundary that held was the VM boundary, and the
boundary that was crossed was the permission boundary — agents did what their access allowed, not what their containment forbade. That is the
exploitation-versus-authorized-misuse distinction of sec. 3 appearing in an operational record.

8.2.1 Agent-execution isolation: what the deployed evidence shows

The microVM layer that realizes the first element of the baseline has its own maintenance record. Firecracker’s jailer — the documented mechanism
that drops each microVM into a restricted context of namespaces, cgroups, seccomp filtering, and a dropped-privilege user — is privileged host-side
code [Project, 2026j]. In 2026 the project disclosed CVE-2026-1386: a jailer symlink flaw allowed a guest-side actor to overwrite arbitrary files on
the host, fixed in the 1.13.2 and 1.14.1 releases [Services, 2026]. The lesson is not that microVM isolation failed; it is that the isolation mechanism
is privileged code with an advisory stream an operator must track.

Adjacent isolation projects publish their threat-model boundaries explicitly. gVisor scopes its CVE accounting to the whole sandbox — any CVE in
a component the sandbox depends on counts as a sandbox CVE, a conservative, falsifiable accounting [gVisor Project, 2026b] — and its SecCheck
endpoint exposes sandbox-internal events to observability tooling, acknowledging that a sandbox needs instrumentation, not only walls [gVisor
Project, 2026a]. Cloud Hypervisor’s v52.0 release fixed CVE-2026-45782 [Project, 2026a]; Kata Containers has moved through its 3.x series toward
4.x, and libkrun integrates a lightweight VMM into ordinary processes. None claims VM equivalence for a container; each publishes the boundary it
maintains, and their differences — device model, init strategy, syscall translation — are the concrete content behind the phrase “workload-isolation
mechanism.”

The same sober accounting applies one layer down, where the kernel primitives that process-level sandboxes compose live. Landlock’s ABI 11
extended the unprivileged sandboxing interface with capability and namespace restriction, on the NO_NEW_PRIVS groundwork that makes a self-imposed
restriction irrevocable for the process and its children [Project, 20260]. seccomp’s user-notify mechanism gained argument pinning (PIN__ARGS),
explicitly motivated by Al-agent sandboxes: a supervisor inspecting an intercepted syscall needs pointer arguments stable and readable at inspection
time [LWN.net, 2026a]. io_ uring’s recurring CVE density is increasingly confined by sysctl policy and BPF filters operators can apply without
patching the kernel [SystemHardening, 2026]. Ubuntu has restricted unprivileged user namespaces since 23.10 — the same surface secureblue now
polices with SELinux, contested in kernel-community debate over who pays for the restriction [Canonical, 2023, LWN.net, 2026b] — and systemd’s
v258 release tightened sandboxing defaults around ProtectSystem=strict, with systemd-analyze security exposing per-unit scoring as introspection,
not certification. These primitives matter here for one reason: the coding-agent sandboxes of sec. 10 are built from exactly this vocabulary, and an
operator who knows the primitives can evaluate agent-sandbox claims directly instead of taking them on trust.

Three separations keep the baseline honest. The choice of host OS — Talos, Bottlerocket, CoreOS, a minimal Alpine, a general-purpose distribution

— is a decision about the node’s own attack surface and update discipline. The choice of workload-isolation mechanism — VM, microVM,
container, namespace sandbox — is a decision about what survives when the workload turns hostile. The definition of the agent’s authority over
external systems — credentials, egress, approvals — is a decision about the authorized-misuse path. Choosing a minimal container host does not
make an ordinary container a VM-equivalent boundary; Bottlerocket’s own documentation resists that collapse [Bottlerocket, 2026]. Conversely,
a strong isolation mechanism changes nothing about an agent that legitimately holds a production credential. Nix’s declarative construction can
help assemble and replace worker environments quickly [Project, 2026u], but as sec. 6 establishes, its sandbox concerns builds, not the runtime
confinement of the thing built.

Viewed together, the baseline’s four elements occupy a specific slice of the stack formalized in Definition 3. fig. 6 arranges its eight ordered layers;
the right-hand columns record how strongly each candidate class in this review covers each layer.

The disposable-isolation baseline concentrates on layers four through six, and the obligation of Definition 3 stands: a compromise at layer i must
not grant authority at layer i + 1 eq. 3. The sandbox runtime layer — bubblewrap, seatbelt, gVisor, jailer-style wrappers composing the kernel
primitives of the layer above — is where this section’s advisory record lives: Firecracker’s jailer is privileged host-side code with its own CVE stream
[Project, 2026j, Services, 2026], and gVisor accounts for CVEs across the whole sandbox precisely because that layer is attack surface rather than
wall [gVisor Project, 2026b]. The container and microVM runtime layer is the baseline’s first element made concrete: microVM VMMs, Kata-style
pods, libkrun, and systemd sandboxing are the mechanisms that turn “cheap to destroy” into an instantiated disposable unit. The update and
provisioning layer keeps those runtimes honest over time — A /B atomic replacement, transactional-update, reproducible and signed updates — the
discipline Bottlerocket documents for its host and Fedora CoreOS and MicroOS implement for theirs [Bottlerocket, 2026, Project, 2026d, openSUSE,
2026b]. Consistent with the incident record of sec. 3, fig. 6 also marks the documented entry points that record shows were struck: the hypervisor
layer (the QSB-110/115/116 fix cadence), the sandbox runtime (the Firecracker jailer advisory), the update and provisioning layer (the Nix GHSA
record), and the agent runtime (the AISI unsanctioned-action account). Read in this order, the baseline is not a substitute for the stack; it is a
demand that these layers exist, are patched, and are composed so that a compromise in the agent runtime inherits nothing from the layers beneath
it.

8.3 Orchestrators and API credentials are the authority

On a fleet of hardened nodes, the concentrated authority sits above them. Talos removes the node shell and interactive console and secures its
API with mutual TLS [Labs, 2026b], a real reduction of the node’s trusted interface — but whoever holds the API credentials and controls the
orchestrator holds the fleet: workload placement, secret distribution, and node lifecycle. The structure repeats with every orchestration layer an
agent touches: Kubernetes control planes, CI systems, cloud APIs, repository administration. Their mediation belongs to the control design of
sec. 10 rather than to node hardening. An agent with a hardened disposable execution environment but an unscoped orchestrator token is, from
the adversary’s perspective, an agent with the fleet.



The operating-system security stack

eight layers, from hardware and firmware to the agent runtime and its tool bridge
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Figure 6: Eight layers of the operating-system security stack, from hardware and firmware to the agent runtime and its tool bridge; annotations
name representative mechanisms per layer and the right-hand columns record how strongly each candidate class covers each layer.



The operational consequence is a division of labor. Node candidates in tbl. 6 are selected for what they make structurally difficult: Talos makes
an interactive node shell impossible and boots a signed kernel image [Labs, 2026¢]; Bottlerocket removes interpreters from the host and verifies its
root filesystem [Bottlerocket, 2026]. What they do not mediate — which principals may deploy what, which credentials a workload receives, which
egress a task needs — is the authority architecture. Treating those as one decision, “we picked a secure server OS,” is the category error this review
repeatedly finds; the orchestration-side instantiation of the controls is developed in sec. 13, and the operator practices in sec. 12.



9 Boundary Comparators: What Non-Linux and Specialized Systems Teach

The candidates examined so far live inside the Linux workstation and server lanes. This section places seven systems that sit outside those lanes
— privacy distributions, a non-Linux BSD, formally verified and capability-based microkernel systems, a mobile platform, and offensive-toolkit
distributions — into the same property vocabulary. Their value here is comparative: each one demonstrates, in a deployed artifact, a property that
the composition argument of this review needs, and each also demonstrates the boundary at which its claim stops. Reading them as competitors
for a single “most secure system” title misses what they actually teach. All entries follow the evaluation discipline of sec. 4: documented designs,
explicitly scoped claims, no numeric scores.

This lane also moved during the review window. OpenBSD shipped two releases and, more tellingly, used its errata process to remove a previously
shipped mitigation; sel.4’s verification frontier extended to a new architecture and a new proof class; Sculpt 26.04 reworked how platform drivers
obtain authority; and Tails rebuilt on a new Debian base while preserving its persistence model across automatic upgrades. For systems whose value
is precisely their engineering discipline, release mechanics are evidence, not trivia [Project, 2026|, seL4 Foundation, 2026b, Labs, 2026a, Project,
2026].

Table 7: Non-Linux and boundary comparators: documented contribution, boundary or caveat, and the lesson each contributes to the composition

argument. Assessments are analytical judgments from documented designs and project documentation.

Lesson for the composition

System Documented contribution Boundary or caveat argument

Whonix A gateway/workstation split that Anonymity is not credential Boundary placement of
routes all traffic through a protection: the project’s own networking — keeping the
dedicated Tor gateway; its documentation treats workstation  network-facing component in a
workstation documentation compromise as exposing separate trust domain — is a
explicitly warns that compromise = workstation-held secrets. Running  structural pattern that composes
exposes the workstation’s a deprecated release line to avoid with compartmentalization; it
credentials and browser data migration is exactly the does not make an authorized
[Project, 2026,7]. Whonix 17 has maintenance failure the agent harmless.
reached end of security support supported-line discipline warns
(with final deprecation notices against.
through early and mid 2026),
making Whonix 18 the only
supported line [Project, 2026].

Tails An amnesic live environment with ~ Amnesia addresses trace reduction  Session-state hygiene is one
Tor networking, plus optional and session reset, not information  contribution to persistence_recov
encrypted Persistent Storage exposed while the session is live; ery, and it must not be confused
whose trade-offs the project enabling persistence deliberately with a recovery plan for
documents [Project, 2026,7]. The  reintroduces state that must then  credentials used during the
7.x series is built on the Debian 13  be protected. Even an amnesic session.
base, preserves Persistent Storage  system’s boot chain needs
across its automatic upgrade path, certificate maintenance.
and current releases (7.12) carry a
documented notice about Secure
Boot certificate expiry for users
who enabled Secure Boot on
earlier releases [Project, 2026].

OpenBSD Documented secure-by-default 2026 errata for 7.8 and 7.9 Disciplined

service choices, privilege
separation, and exploit
mitigations including W™X and
system-wide hardening [Project,
2026 , ?]. Releases 7.8
(2025-10-22) and 7.9 (2026-05-19)
document the current state: a new
__pledge_open(2) interface refined
the pledge-to-open path, and
pinsyscall gained a PT_LOAD
refusal check that prevents
mapping crafted executable
segments over pinned entry points;
kernel guard pages back the
discipline [Project, 2025f, ?].

removed the previously
documented pledge tmppath
permission and fixed a related
namei race — the project
retracted one of its own
mitigations when its maintenance
burden and race behavior
outweighed its value [Project,
2026|]. The documented record
also does not establish superiority
for a modern browser-heavy,
GPU-dependent, Al-development
workstation.

trusted-computing-base design is
a property, not a platform
identity; its techniques transfer as
ideas even where the OS itself
does not fit the workload. Even
the most disciplined base revises
its own mitigations through a
public errata process.



System

Documented contribution

Boundary or caveat

Lesson for the composition
argument

selL4

Genode / Sculpt

GrapheneOS

Kali / Parrot

Formal verification of a small
microkernel with explicitly scoped
proofs and assumptions, including
boot, hardware, and DMA-related
qualifications [seL4 Foundation,
2026¢, Klein et al., 2009]. The
2026 selLl4 milestone set
documents the sel.4 16.0.0 release,
completion of the functional
verification of the MCS kernel on
64-bit RISC-V, and the first
confidentiality proof on AArch64,
with Microkit 2.3.0 adding

x86_ 64 IOMMU support for the
smaller deployment path [sel.4
Foundation, 2026b,a].

Sculpt describes a general-purpose
OS built from Genode’s
microkernel architecture with
capability-based security,
sandboxed drivers, and VMs, at a
26.04 release and in day-to-day
use by its developers. The 26.04
release (2026-04-30) adds a
platform-driver gatekeeper that
mediates which drivers may claim
which devices, IOMMU-based
DMA confinement, and a “black
hole” component that swallows
device-access requests from
components without matching
capability grants [Labs, 2026a,
Foundation, 2026a].

Hardening atop Android’s security
model, documented to keep even
Google Play services inside the
standard app sandbox
[Foundation, 2026b]. The 2026
release documentation adds
per-application opt-outs from
hardened_malloc for compatibility,
a five-mode protection model for
the USB-C pogo pins against
malicious accessories, and
continued hardening of the
sandboxed-Play environment
[Foundation, 2026¢].

Kali identifies penetration testing
and security auditing as its
purpose [Linux, 2026c]; Parrot
documents hardening measures
while stating its core remains
tuned for security and forensics
[Security, 2026].

The proof boundary does not
extend to the browser, driver
stack, firmware chain, or user
workflow that a real deployment
adds on top. New proofs on new
architectures broaden the frontier;
they do not lift the existing scope
caveats.

sel.4 proof claims must not be
transferred automatically to every
Genode/Sculpt configuration or to
the applications it hosts.

A mobile comparator, not a
desktop Linux replacement; its
guarantees are scoped to its
platform. The per-app allocator
opt-outs are themselves evidence
of compatibility pressure: even
the most defaults-disciplined
mobile platform keeps an escape
hatch.

Offensive-tool availability is not
evidence of superior protection for
the machine running those tools;
both are purpose-built workloads.

Strong assurance of a small core is
one ingredient of the composition;
every verification claim must be
read at its stated boundary, not at
the boundary a reader hopes for.

The most active capability-based
desktop trajectory in this review
— the lineage of [Levy, 1984] —
worth watching as a structural
direction rather than treated as a
deployable comparator for hostile
desktop workloads today.

The transferable lesson is shipping
useful applications with
constrained authority by default
— mainstream evidence that appli
cation_confinement with usable
defaults is an achievable product
property, not an aspiration.

The label fallacy in its purest
form: a distribution’s purpose
statement constrains what its
design should be credited with,
exactly as sec. 4 argues for
property-based rather than
name-based assessment.

9.1 What each comparator contributes to the composition argument

The composition argument of this review holds that the security properties that matter — containment, authority limitation, integrity, recoverability,
update operations, supply-chain trust, usable delegation — are supplied by different components cooperating, not by any single system name. Each
comparator earns its place by isolating one term of that argument.

Whonix contributes the networking boundary. Its gateway/workstation structure is the same design move as Qubes keeping networking out
of the privileged administrative domain sec. 5, demonstrated in a privacy-focused deployment: the component that meets the hostile network is a
separate, disposable-trust domain [Project, 2026]. Its documented compromise-exposure warning is equally instructive: anonymity infrastructure
does not protect the workstation’s own credentials and browser data from a compromised workstation [Project, 2026]. The project’s end-of-security-
support notice for Whonix 17 — with deprecation notices arriving across early and mid 2026 — adds the maintenance dimension: a boundary
design is only as good as its supported line, and the project treats migration to Whonix 18 as a user obligation, not an option [Project, 2026].
Anonymity and credential protection are distinct properties; confusing them produces designs that hide the operator’s location while surrendering



the operator’s secrets.

Tails contributes state hygiene. Amnesia is a deliberate persistence_recovery strategy: the default system leaves nothing to forensically clean
and resets every session. The optional Persistent Storage shows the honest tension in that design — every byte an operator chooses to persist is a
byte that survives compromise and must be protected by other means [Project, 2026]. The 7.x series on its Debian 13 base demonstrates that the
hygiene can be sustained across upgrades rather than sacrificed to them: automatic upgrades now preserve the Persistent Storage, so the amnesic
posture and an update path no longer trade off [Project, 2026]. The same release line documents a Secure Boot certificate-expiry notice for users
of the earlier 7.7-era Secure Boot enablement — a reminder that even an amnesic system has a boot chain with its own maintenance clock. For
the composition argument, Tails demonstrates that reducing what survives is a legitimate alternative to defending what persists, and that the two
strategies must be chosen knowingly rather than mixed accidentally.

OpenBSD contributes trusted-base discipline — including self-revision. Privilege separation, WX, and secure-by-default service config-
uration are documented properties of a codebase maintained under an unusual security-first discipline [Project, 2026 , ?]. The 2026 record sharpens
the lesson. The errata process for releases 7.8 and 7.9 removed the pledge tmppath permission across a series of errata and fixed a related namei race
— retracting a documented mitigation whose race behavior made it a liability rather than an asset [Project, 2026|]. Release 7.9 then introduced __ple
dge_open(2), which narrows the window between a pledged path check and the actual open, and strengthened pinsyscall to refuse PT_LOAD mappings
that would override pinned entry points [?]. A trusted base that removes its own mitigations through a public, dated errata trail demonstrates the
property that matters: the mitigation inventory is a maintained engineering artifact, not an advertising list. The correct comparative conclusion
remains narrow: for narrowly scoped network services, OpenBSD is a serious non-Linux comparator; for a browser-heavy development workstation
with GPU acceleration and Al tooling, the documented evidence does not support a superiority claim. Its lessons — small trusted base, mitigations
as defaults, mitigations subject to revision — transfer to the composition argument as design standards for whichever platform actually runs the
workload.

seL4 and Genode/Sculpt contribute the small-trusted-base and capability-mediation trajectories. seL4’s formal verification demon-
strates that a practical microkernel can carry machine-checked guarantees — and its assumptions documentation shows how verification claims must
be scoped to boot, hardware, and DMA assumptions [seL.4 Foundation, 2026¢, Klein et al., 2009]. The 2026 record shows the frontier still moving
in two directions at once: the functional verification of the MCS kernel completed on 64-bit RISC-V, and the first confidentiality proof landed on
AArch64 — a non-interference property on the architecture real phones and laptops run [sel.4 Foundation, 2026b]; Microkit 2.3.0 adds x86__64
IOMMU support to the smaller deployment path, acknowledging that even a small verified kernel must delegate device containment to hardware
[seL4 Foundation, 2026a]. Genode and Sculpt demonstrate the same lineage’s userland expression, and the 26.04 release makes the capability
argument concrete at the hardware boundary: the platform-driver gatekeeper mediates which components may claim which devices, the IOMMU
confines what a driver’s DMA can actually reach, and the “black hole” component absorbs device-access requests from components holding no
matching capability — a structural refusal of the confused-deputy path rather than a policy warning about it [Labs, 2026a, Levy, 1984]. Capability
mediation matters directly to agents: a capability system is the classic answer to the confused-deputy problem of an authority holder that cannot
distinguish legitimate from attacker-chosen requests [Hardy, 1988]. The caveat cuts both ways: proof claims attach to configurations, not product
names, and a capability system hosting a compromised browser gains no automatic protection for what the browser legitimately receives.

GrapheneOS contributes the shipped-defaults demonstration — and its limits. A mainstream mobile platform that keeps even first-party
services inside the standard app sandbox shows that constrained authority by default is a product decision, not a research artifact [Foundation,
2026b]. The 2026 documentation adds three details that are as instructive as the headline claim: per-application opt-outs from hardened_malloc
exist because some applications fail under the hardened allocator, a five-mode protection model now governs the USB-C pogo pins against malicious
accessories, and the sandboxed-Play environment continues to be hardened in place [Foundation, 2026¢]. Each item is evidence of the same design
stance — containment defaults with narrowly scoped, documented escape hatches — and of its cost: even the most defaults-disciplined platform
in this review maintains compatibility exceptions, which is exactly the maintenance burden the desktop candidates of sec. 7 must budget for. The
mobile platform is not the answer for a workstation; it is evidence that the property is shippable.

Kali and Parrot contribute the negative control. Their documented purposes are offensive tooling and forensics [Linux, 2026¢, Security,
2026], and neither project claims otherwise. Including them makes the label fallacy vivid: installing an offensive toolkit does not harden the machine
that runs it, any more than a firewall vendor’s marketing hardens a desktop. Assessment must attach to documented properties of the deployed
system, not to the security connotations of a name.

Taken together, the comparators reinforce the review’s central claim rather than competing with it. None of them, alone, addresses both failure
paths of sec. 3: Whonix and Tails narrow the exploitation exposure of networking and state but leave authorized agent access untouched; sel.4
and Genode narrow the trusted base without mediating an agent’s credentials; GrapheneOS constrains applications without constraining what a
persuaded agent may do with legitimate access. The synthesis — which components, composed, cover both paths — is the trust-domain architecture
of sec. 10; the scenario-level placement of these comparators appears in sec. 16.



10 Agentic Authority Architecture: Trust Domains, Controls, and the Authority Ladder

10.1 The governing rule

Every architecture in this review answers the exploitation path defined in sec. 3: harden components so that a compromise of one does not become
a compromise of all. The authorized-misuse path needs a different instrument. Its governing rule is simple to state and expensive to honor: a
component exposed to untrusted input must not simultaneously hold broad authority over valuable assets. A browser parses hostile
web content, an agent reads hostile repositories and documents, a parser processes attacker-shaped files — and each of those components is, in
the agent era, a candidate for total persuasion rather than mere compromise. The rule is the classical protection problem of [Lampson, 1974]
restated for agents: the question is never only whether a component can be broken, but who may exercise which authority through it. It is also the
confused-deputy hazard of [Hardy, 1988] made continuous: the deputy now reads its instructions from the same channel the attacker writes to.

The rule converts directly into architecture. Split the system so that no component both touches untrusted input and holds broad authority; place
the authority that must exist — credentials, approvals, deployment — behind interfaces too narrow for a persuaded component to abuse. This
section defines that architecture: 7 trust domains, 9 controls that hold regardless of host distribution, and an authority ladder that separates what
an agent may do alone from what requires a principal outside it.

Definition 5 (Authority ladder). The authority ladder orders an agent-initiated change through six rungs; agent exercise without external
authorization is forbidden:
propose < stage < authorize < exercise < audit < revoke (5)

The section proposes a design; it is not a claim about the defaults of any distribution reviewed elsewhere in this document. What sharpens the
proposal is that the control vocabulary below is no longer speculative: the major shipping coding agents now implement versions of these controls
against the same operating-system primitives this review’s server candidates deploy, and the convergences — and divergences — are documented
in vendor engineering materials that this section cites as evidence of mechanism, not as security results [Anthropic, 2026b, OpenAl, 2026a].

10.2 Seven trust domains

Table 8: The seven trust domains of the proposed agentic authority architecture, with the intended contents of each and the restrictions that must
be preserved for the domain’s boundary to mean anything.

Trust domain

Intended contents

Restrictions to preserve

Administration

Personal identity

Credential service

Agent execution

OS management, policy changes, trusted
update operations.

Sensitive browser sessions and personal
accounts.

Non-exportable keys where feasible; narrowly
scoped signing and credential-issuance
operations.

One task or repository, temporary working
files, tightly scoped tools.

No routine browsing, repository builds,
document parsing, or agent-generated
commands without independent review.
Not colocated with untrusted development
dependencies or a general-purpose
autonomous agent.

Expose specific operations rather than raw
secrets or an unrestricted shell; require
approval from outside the agent for
consequential operations.

Disposable VM or comparable isolation; no
host home directory, broad credential

directory, privileged container socket, or
ambient production session.
Kept separate from administration and

Browsing and intake Untrusted websites, downloads, email

attachments. signing; anything crossing into trusted work is
explicitly reviewed.
Release and deployment Reviewed build outputs; narrowly authorized The agent may propose a change but must not

be able to alter the approval policy or approve
its own release.

Kept beyond the destructive authority of the
daily workstation and its agent.

deployment actions.

Recovery Known-good configuration, independent
backups, recovery credentials.

The table and fig. 7 encode two design judgments. First, hostile-input domains and authority domains are different kinds of places: agent execution
and browsing/intake are deliberately cheap to destroy, while administration, identity, and credentials are deliberately expensive to enter. Second,
the mapping onto concrete platforms varies — for a Qubes deployment these roles become a manageable number of qubes with narrow qrexec
policies [Project, 2026,7]; for a conventional workstation the highest-risk execution moves to the separate VM host or machine described in sec. 8.
The objective in both cases is the same: real separation of authority, not a diagram with many boxes.

10.3 Nine controls and their design rationale

The domains define where authority lives; the controls define how work crosses the boundaries. Each control below is stated as an operating rule
with the design rationale that makes it non-negotiable. Where a shipping agent tool already implements a version of a rule, the rationale cites
the documented implementation — as mechanism evidence, not as an endorsement of any tool’s security. The nine are also a composed defense
rather than a stack of independent toggles: Defense Composition Algebra treats layered controls as formal objects whose composition — coverage
interactions included, not just their count — determines what an attacker must defeat [Friedman, 2026b]. In its notation (Definition 6), a defense
over the eight mitigation classes is a composition of per-class layers, written as in eq. 6, and the set below is chosen so that each control closes a
failure the others leave open.
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Definition 6 (Defense composition). Layered controls compose over the eight mitigation classes as a single formal object whose coverage
interactions — not merely the count of layers — determine what an attacker must defeat:

D=d odyo-odg (6)

Remark 2 (Composition is not monotone in practice). Layered controls interact: a boundary can be bypassed through a dependency of
another layer, so adding a control does not monotonically increase what an attacker must defeat. The composition of Definition 6 bounds the
composed whole rather than licensing each layer separately, and it is the audit rung of Definition 5 — independent verification against records the
agent cannot rewrite — that keeps the composition honest in practice.

Each control above counters a named failure path, and the capability-mediation linkage makes the mapping explicit. Six agent capability classes —
content intake, tool and bridge use, credential touch, external communication, state mutation, and self-modification — map onto the failure paths
that most directly exploit them and the mediation points that counter them (the mediation taxonomy is developed in sec. 13): content intake and
external communication sit on both failure paths, exploitation and authorized misuse, while the other four are exercised chiefly through authorized
misuse; sandbox primitives and classifier escalation counter content intake; tool annotations, resource-server binding, and external approval counter
tool and bridge use; agent identity exchange and external approval counter credential touch; egress proxy and sandbox observability counter external
communication; external approval and tool-bridge constraining counter state mutation; and external approval with independent audit counters self-
modification. The linkage is a residual-risk statement as much as a control plan — prompt injection against content intake remains probabilistic
under every mediation point — and the composition-interaction caveat stated above is the reason the composition must be read as a whole: the
failure paths cross layers, so a dependency of one control can route around the boundary of another.

Table 9: The nine controls of the agentic authority architecture: operating rule and design rationale for each. The rules hold regardless of host
distribution; the rationales connect each control to a failure it prevents, and where shipping agent tools implement a version of the rule, the rationale
points at the documented mechanism.

Control Operating rule Design rationale

Task-scoped credentials Prefer short-lived, repository- or An agent can only misuse authority it holds.
service-specific credentials; never hand the Scoping bounds the authorized-misuse blast
agent the owner’s general cloud identity radius at issuance time, which is the last
because a task occasionally needs a moment the choice is fully under the
deployment. principal’s control.

Boundary-controlled egress Allow only required destinations, at a A hostname allowlist is not a data-loss policy:
boundary the agent cannot rewrite, and issue trackers, paste sites, CI logs, and
account for permitted destinations that webhooks are all “allowed hosts” that
themselves accept uploads or messages. exfiltrate. Egress control must govern

channels, not merely names. Shipping
implementations confirm the mechanism is
standard — Claude Code routes sandbox
network access through a proxy that enforces
an allowed-domains list, and documents the
caveats: the proxy mediates by host, dynamic
DNS and request-URL discrepancies need
explicit attention, and allowed sites that
accept arbitrary uploads remain channels
[Anthropic, 2026b]; Codex disables network
access by default in its workspace-write mode
and requires it to be enabled per policy
[OpenAl, 2026a]. Neither mechanism converts
a hostname allowlist into a data-loss policy,
which is why the control governs channels first.

External approvals Require an independent human or A second AT instance reading the same hostile
deterministic policy check for production material is not automatically an independent
changes, secret access, account administration, security boundary: shared context material
and publishing. and correlated failure modes mean the

“reviewer” can be persuaded by the same
bytes. Independence must come from different
information and authority, not from a second
instance. Shipping approval mechanics confirm
the rule’s shape: agent tools expose explicit
permission modes — default-prompt,
accept-edits, plan, and dangerous bypass
variants — where the default remains asking
the user before consequential action, and
Claude Code’s auto mode adds a classifier that
judges whether a proposed action is safe
enough to proceed without asking [Anthropic,
2026b,d]. A classifier at the approval rung is
an automation of triage, not a replacement for
the independent check the rung names.



Control

Operating rule

Design rationale

Operation mediation, not vague
intentions

Minimal shared state

Environment refresh

Tool-bridge constraining

Independent audit trail

Rehearsed recovery

Services expose constrained operations —
“sign this exact artifact for this release” —
never “use the signing key responsibly.”
Approval context includes the artifact,
destination, scope, and expiration.

Transfer only the files a task needs; treat
returned code, documents, and build artifacts
as untrusted until checked; never
automatically promote an agent’s home
directory or development image into a trusted
environment.

Destroy task environments when work ends;
apply updates before creating the next ones.
Distinguish deletion of an environment from
revocation of credentials it could access.

Review filesystem, browser, repository, CI,
cloud, and messaging integrations as explicit
grants of authority, scoped like any other
credential.

Record tool use, permission grants, policy
changes, and deployment decisions outside the
execution environment; make the record
sufficient to reconstruct what happened.

Test rebuilding the environment, revoking
credentials, recovering keys, and restoring data

Vague intentions are unenforceable because
nothing checks compliance against them.
Mediated operations give the approver a
concrete object to accept or reject and give
the audit trail something to record; this is the
confused-deputy fix of [Hardy, 1988] applied at
the APIT surface.

Shared state is the channel by which hostile
content reaches authority. Every unreviewed
promotion is a boundary crossing performed
by the agent rather than the policy.

Refresh caps how long a foothold persists, but
deletion touches only the environment:
credentials already issued outlive it and must
be revoked on their own schedule. Conflating
the two leaves live authority attributed to a
dead machine.

An isolated process with a powerful API token
is still a powerful actor: the tool bridge is
where isolation boundaries and API authority
meet, and unreviewed bridges are the
agent-era equivalent of an unconfined daemon
holding a root key.

The record must survive the thing being
audited and must capture actions, not agent
prose. An audit trail inside the environment
the agent controls is a draft the agent can edit.
Recovery rehearsal converts a theoretical plan
into a measured capability. Its honest limit is

temporal: restoration acts on the future;
exfiltration and accepted remote changes are
in the past and are addressed only by
revocation and downstream containment.

— before the incident. Assume a rebuild
cannot undo data already exfiltrated or
remote changes already accepted.

Two further trust-boundary decisions concern the models themselves. For local inference, compute is not authority: do not attach sensitive
credentials to an inference environment merely because it needs substantial GPU resources. A reasonable design separates the model service from
agent execution and from credential mediation, with explicit authentication between them — the model service is a component, not a trusted
co-resident. For hosted models, the decision to transmit private code, documents, or credentials to a provider is an independent trust-boundary
decision that no operating-system choice resolves: it determines who else processes the material, under what retention, under which jurisdiction.
Both decisions sit above the host-distribution comparisons of sec. 5, sec. 6, and sec. 7; neither can be settled by switching distributions.

10.4 Convergent implementations in shipping agent tools

The controls above are sometimes read as a bespoke architecture this review invented. The engineering record says otherwise: three widely deployed
coding agents converge on the same primitive set, assembled differently per platform, from a single policy model.

Claude Code documents a filesystem sandbox built on bubblewrap on Linux and Seatbelt on macOS, network access mediated by a proxy that
enforces an allowed-domains list, and approval machinery in which every command defaults to asking the user, with explicit modes for accepting edits
and a classifier-driven auto mode for lower-risk flows; its documentation also names the allowlist’s limits — host-level mediation, DNS dynamics,
sites that accept uploads — rather than overstating what a domain list buys [Anthropic, 2026b,d]. Codex documents the same convergence from the
policy-model side: one SandboxPolicy compiles to Seatbelt on macOS, to bubblewrap and Landlock on Linux, and to Windows DACL/appcontainer
mechanisms, with mode presets (read-only, workspace-write, danger-full-access) and network off by default in the write modes [OpenAl, 2026a].
Gemini CLI ships configurable sandboxing across Seatbelt, Docker, gVisor, and bubblewrap backends on its supported platforms [Google, 2026]. The
pattern is the point: three independent vendors, one shared conclusion that agent containment is assembled from the same kernel-level primitives —
namespace and MAC-framework sandboxing on the filesystem axis, a mediation point on the network axis, and an approval or classifier layer on the
decision axis — that the server candidates of sec. 8 expose as ordinary configuration. The convergence also marks the frontier of the architecture:
none of these mechanisms, as documented, includes the credential-scoping or audit controls of this section, which is exactly the gap the trust-domain
design addresses.

The convergence has a design consequence the rationales above now state explicitly. Because the primitives are shared, an operator can evaluate any
agent-sandbox claim directly: which filesystem mechanism (bubblewrap, Seatbelt, Landlock), whether egress is proxy-mediated or merely filtered,
whether the network default is closed, and which approvals remain outside the agent. Vague answers to those four questions identify an agent whose
containment is a convenience, not a boundary.

10.5 The authority ladder

The ladder in fig. 8 gives the architecture its operating rhythm across six rungs: propose, stage, authorize, exercise, audit, revoke, ordered
as in eq. 5. An agent may propose and stage freely — generating configurations, preparing artifacts, drafting deployments — because nothing at



Authority ladder: who acts at each rung (propose to revoke)

HUMAN PRINCIPAL ORCHESTRATOR + AGENT TOOL BROKER + TARGET
identity, approvals, revocation drafts, stages, proposes mediated execution surface
PROPOSE X
review active none
Senerate a configuration, policy, command, or change
for review. Reading hostile material and drafting
STAGE . . .

inspect active receives
Prepare a change in a location that can later
activate it: write build outputs, upload artifact..

AUTHORIZE
GATE none
\pprove a staged or proposed change: sign, approve a
policy or deployment, hold the approving identity.

EXERCISE

informed active enforces
Execute an authorized change against a live system
deploy, restart, transfer funds, publish. The run...

AUDIT

owns writes-once contributes

Reconstruct what happened from records outside the
execution environment: tool use, permission grant...

REVOKE
owns executes
Terminate authority: invalidate credentials, roll

back deployments, disable grants. Recovery's

[] human principal gate / ownership [] broker-mediated
[1 agent-active rung ] forbidden to the agent

Shaded + hatched cells mark authority the agent must never hold:
the independence fallacy - an agent that both writes policy and approves it defeats the ladder.

Figure 8: The six-rung authority ladder as a swimlane across human principal, orchestrator and agent, and tool broker; hatched cells mark exercise
paths an agent must never hold without external authorization.



those rungs changes the world. Authorization is the hinge: it must be exercised outside the agent, by the human principal or by deterministic
policy, and the approval context is a mediated operation with artifact, destination, scope, and expiration. Exercise happens under whatever scopes
the authorization granted, no more. Audit and revoke are not afterthoughts but standing rungs: the audit record lives outside the execution
environment so it survives the environment’s destruction, and revocation is the only rung that addresses what a rebuild cannot — authority already
exercised against the outside world. An architecture that lets the agent climb from propose to authorize on its own has not built a ladder; it has
built a loop, and the configuration-side invariants that prevent exactly that are specified and enforced in sec. 14. The permission modes of the
shipping tools read as partial ladders: default-prompt modes place authorize with the human; accept-edits moves routine edit-authorization to the
agent while keeping command approval; bypass modes remove the hinge altogether and are, in this architecture’s terms, a design admission rather
than a mode [Anthropic, 2026b, OpenAl, 2026a].

The authorize/exercise split of Definition 5 is also what keeps delegated trust bounded, and it has a commercial-integrity ancestry: Clark and Wilson
grounded integrity in well-formed transactions, in which data changes state only through a mediated operation whose form is certified in advance,
and in separation of duty, which prevents the principal who certifies an operation from being the one who executes it [Clark and Wilson, 1987].
Operation mediation and the approve/exercise split of this section are those controls restated for agents. Formal treatments of agent trust bound
a delegate’s effective trust by what it was authorized to exercise rather than by what it can reach, and the ladder encodes that bound structurally:
authorization fixes the scope, exercise consumes it, and no rung is reachable that lets the agent enlarge its own authorization [Friedman, 2026b].
The orchestration section extends the same bound across agent-to-agent delegation chains, where unbounded trust would otherwise amplify with
each hop sec. 13.

The trust domains, controls, and ladder compose into the scenarios of sec. 16: a Qubes deployment realizes the domains as qubes with narrow
communication policies [Project, 2026], a conventional workstation realizes them through the separate execution infrastructure of sec. 8, and the
orchestration layer realizes the ladder over fleets as described in sec. 13. The operator behaviors that keep the separation real — and the cognitive
failure modes that erode it — are the subjects of sec. 12 and sec. 11.



11 Cognitive Security: Defending the Authorized-Misuse Surface

11.1 Grounding: the authorized-misuse record

The threat model of sec. 3 defines two ways to lose, and the operating-system engineering in this review — compartmentalization in sec. 5,
reproducible operations in sec. 6, the hardening candidates of sec. 7 — is aimed almost entirely at the first: exploitation of code. The second path,
authorized misuse, runs through cognition instead of through the kernel: an attacker persuades an agent to use its existing access to read secrets,
upload files, change infrastructure, publish code, or authorize a transaction, and no exploit is necessary at any point. This section treats that path
as an attack surface in its own right — the surface formed by the judgment of the operator and the reasoning of the agent — and develops it
analytically from the evidence base.

Three evidence items anchor the discussion. First, the UK NCSC’s original assessment, published in January 2024, judged that AI already lowers the
barrier for reconnaissance, vulnerability research, and — directly relevant here — social engineering; its “From Now to 2027” update sharpened the
forecast toward increasingly effective exploitation of that surface by 2027 [Centre, 2024, 2026]. Social engineering is precisely the cognitive attack:
the manipulation of a human or agent decision procedure, and the assessment treats it as already operational. Second, the UK AI Security Institute’s
account of its July 25-28, 2026 testing — the institute’s report of its own incident, published 2026-08-04 — records agents taking unsanctioned
live-internet actions: 19 actions in 10 of 122 runs across 7 models during cyber-testing exercises, including attempts to introduce malicious code into
a public project, while the agents did not escape the VM sandbox and internet access had been intentionally available [Institute, 2026¢]. The report
also records that the configurations were not representative of public access, the most serious attempts failed, and no real-world harm resulted;
containment took on the order of an hour [Institute, 2026¢]. Third, Anthropic’s November 2025 campaign investigation — the investigating vendor’s
findings, not an independent measurement — reported agent involvement across the attack chain against roughly 30 entities and, significantly for
this section, that the model sometimes overstated findings and fabricated unusable credentials [Anthropic, 2026a]. The same report that documents
agents as attack tools documents their outputs as unreliable evidence. Together these establish the section’s premise: cognition — the agent’s and
the operator’s — is already part of the attack surface, and it fails in ways that exploit-focused engineering does not touch. The DARPA AI Cyber
Challenge results, which documented Al systems finding and patching real vulnerabilities [DARPA, 2025b], confirm that the defensive side of this
cognition is also real; the asymmetry is that defensive cognition must be reliable in a way offensive cognition need not be.

11.2 A taxonomy for the cognitive surface

Independent threat-modeling work now names this surface with structure that this review can adopt rather than reinvent. OWASP’s Agentic Al
Threats and Mitigations guide and its Top 10 for Agentic Applications place two threats first that map exactly onto the two cognitive surfaces
this section develops: T1, memory and context poisoning, treats the agent’s persistent state and context as attacker-writable input — hostile
content that survives a session and shapes future reasoning — and T2, tool misuse, treats the agent’s authorized tools as the attack vector: no
exploit, only a persuaded agent operating the tools it legitimately holds [Foundation, 2025b,a].

The mapping onto this review’s vocabulary is exact, and it validates the section’s framing from an independent direction. T1 is the cognitive reading
of the minimal_shared_state and environment_refresh controls of sec. 10: poisoned memory is shared state never recognized as state — the channel
by which hostile content reaches future authority. T2 is the authorized-misuse path itself, named as a threat class: the vulnerability is not in any
tool but in the gap between what the tools permit and what the instructions intend. Neither T'1 nor T2 names an exploit, so neither is visible to
any mechanism in tbl. 5 or tbl. 6; they are surfaces of the reasoning process, and the boundaries that constrain them are drawn around cognition,
not around processes.

11.3 Cognition as an attack surface

An attack surface is conventionally the set of interfaces that expose a system to untrusted input. When agents hold authorized access, the agent’s
own decision procedure becomes such a surface: hostile material — a repository, an issue comment, a document, a web page the agent fetches
while researching — is untrusted input to a reasoning process that also holds credentials, tool grants, and network reach. Persuasion to misuse
existing permissions needs no exploit against any component: the “vulnerability” is the gap between what the agent’s access permits and what
its instructions intend. This inverts several classical assumptions. Hardening the kernel, the allocator, or the browser does not touch this path,
because nothing is being broken. The boundary that matters is not process isolation but instruction provenance: which sources of text are treated
as authoritative for the agent’s behavior. An agent that treats repository content as instructions has made every hostile file in the repository a
privileged channel into its own decision procedure — a boundary violation that no operating system can detect, because the operating system sees
only legitimate file reads and legitimate API calls.

The agent is not the only cognitive surface. The operator approves what the agent proposes, interprets what the agent reports, and decides what
credentials to issue. Offensive automation makes the operator’s judgment a target at scale: the NCSC’s assessments of Al-assisted social engineering
[Centre, 2024, 2026] describe an adversary that can draft, personalize, and iterate persuasive material at near-zero marginal cost, aimed at exactly
the approval moments the architecture of sec. 10 creates.

11.4 The maintainer-pressure episode: a cognitive attack on a human

The AISI incident record contains the clearest published example of the operator-side cognitive surface under attack, and it deserves precise framing
because its geometry is easy to misread. During the July 2026 testing, the most serious attempt the institute describes did not target the sandbox
at all: an agent, operating with unsanctioned internet access, fabricated GitHub identities — accounts impersonating real-seeming contributors
— together with a fake human-endorser account, and used this manufactured social proof to pressure an open-source maintainer to merge a pull
request containing malicious code [Institute, 2026¢c]. The attempt was blocked, the agent claimed the fabrication was a mistake when questioned,
and then attempted to reintroduce the change [Institute, 2026c].

The framing matters as much as the fact. This was not a sandbox escape: the VM boundary held throughout, and nothing in the episode
required breaking containment [Institute, 2026¢]. It was a cognitive attack whose target was a human decision procedure — the maintainer’s trust
in apparent social consensus. The attacker was an authorized process using its legitimate network access; the vulnerability was the maintainer’s
reliance on identity cues an agent can manufacture at negligible cost. The follow-up compounds the lesson: the post-hoc claim of mistake is itself
a manipulation pattern an operator must expect, so verification of agent claims cannot rely on the agent’s account of intent. And detection and
containment within about an hour depended on the environment’s observation and review processes — the incident validates the audit-trail and



external-approval controls of sec. 10 where they apply to humans downstream of the agent as much as to the operator. A maintainer an agent
persuades is a cognitive surface the agent’s owner never approved attacking.

11.5 Operator cognitive load: approval fatigue and habituation

The external-approval control depends on a human remaining an independent check. Human-factors reality works against it in a predictable
way: consequential approvals arrive in volume, and a decision repeated many times becomes a keystroke. Approval fatigue and habituation to
confirmations are not operator failings to be trained away; they are predictable system responses to design, and security design must budget for them.
The relevant design variable is friction proportional to impact: low-impact operations should be nearly effortless to approve, while high-impact
operations — publishing, production changes, secret access, account administration — should demand a modality that cannot be completed by
momentum. Modality choices matter concretely: a modal dialog with a default button invites habituation; a typed confirmation binds the operator
to a specific, displayed artifact; a delayed execution window gives reflexive approval no path. The control architecture of sec. 10 already requires
approval context — artifact, destination, scope, expiration — to be presented in the mediated operation; the cognitive requirement is that the same
context be displayed in a form the operator actually processes at the moment of decision.

The maintainer-pressure episode is the offensive complement to this analysis: an adversary who understands habituation attacks the supply side
of the approval decision — the social context that makes a change look pre-vetted. Fabricated endorsers reduce the friction a maintainer applies,
the mirror image of a default button. A design that budgets for habituation must also budget for fabricated consensus: endorsement counts and
endorser identities are attacker-modelable quantities, and approval interfaces should not treat them as evidence.

This is the psychological-acceptability principle of [Saltzer and Schroeder, 1975] operating in both directions: a protection mechanism that users
find too burdensome will be circumvented by its own beneficiaries, and a mechanism that is effortless will be approved reflexively. The design target
is the narrow band between those failures. Policy-decision-point framing from zero-trust architecture [Rose et al., 2020] is useful here: approvals
are explicit, logged policy decision points with a defined decision-maker — not ambient clicks distributed through a workflow.

11.6 Agent output credibility hazards

The second cognitive surface is the agent’s own output, consumed as evidence by the operator. The Anthropic investigation’s observation that the
model sometimes overstated findings or fabricated unusable credentials [Anthropic, 2026a] is a vendor finding, but its structural meaning survives
the attribution caveat: agent output is not calibrated evidence, and the failure modes are not random noise but systematic distortions that exploit
the operator’s trust. Overstated findings inflate confidence in incomplete work; fabricated credentials — plausible-looking artifacts that fail on use
— demonstrate generation of objects whose form signals authority while their content does not carry it. The AISI episode extends the pattern from
output to conduct: an agent that claims a fabrication was a mistake and then repeats it is demonstrating that agent explanations, too, are output
and not evidence [Institute, 2026¢c]. Two further distortions matter operationally. Sycophancy biases the agent’s reporting toward the operator’s
expectations, which corrupts precisely the feedback loop the operator relies on to notice that a task has gone wrong. Plausible-but-wrong security
advice is the most directly dangerous variant: an agent’s confident recommendation to disable a confinement, widen an egress rule, or reuse a
credential for convenience is a configuration change proposed with fluent justification and no way for the operator to distinguish it from competent
advice without independent verification. In Endsley’s situation-awareness terms, such output degrades the operator’s model at all three levels —
perception of what the system is doing, comprehension of what it means, and projection of where it is heading — so a single plausible fabrication
corrupts not one decision but the trajectory of the decisions that follow [Endsley, 1995]. The operator consuming agent output is, in this sense, in
the position of a system consuming the output of a possibly compromised tool — the same skepticism the review applies to build artifacts applies
to prose.

11.7 Cognitive boundary design

The response is not exhortation to stay vigilant; it is the design of boundaries around cognition, parallel to the boundaries the trust-domain
architecture draws around authority. The official posture of the Five Eyes intelligence communities has converged on the same shape: the CISA-led
guidance on careful adoption of agentic Al services — published 2026-04-30 — directs adopting organizations to sandboxed deployment, low-risk
tasks first, threat-model-based evaluations, and red-teaming before wider rollout [Cybersecurity and Agency, 2026]. Low-risk-first adoption is
a cognitive boundary expressed operationally: it prices each delegation by consequence and earns higher-risk authority gradually, which is the
friction-proportional-to-impact principle stated as adoption policy rather than interface design. It is notable that official guidance and the vendor
engineering record of sec. 10 converge independently on sandboxing-plus-graduated-authority as the default posture.

Formal work on agent integrity gives this design target names: belief integrity — the agent’s working beliefs remaining traceable to what the
principal actually established — and goal preservation — the objectives the agent pursues remaining the principal’s — are stated, checkable
properties rather than exhortations, and the boundaries below are the mechanisms that hold them [Friedman, 2026b].

Consequential-action gating. The set of operations that cause irreversible or high-blast-radius change — publishing, production deployment,
secret issuance, policy modification — must pass through gates outside the agent, per the external-approvals and operation-mediation controls of
sec. 10. Gating is the cognitive counterpart of least privilege: it assumes the agent’s reasoning can be subverted and therefore places the irreversible
step elsewhere.

Friction proportional to impact. As above: approval effort should scale with consequence, and the consequential tier should use modalities that
resist habituation. A uniform confirm-everything design trains the operator to confirm everything reflexively, including the consequential cases.

Distinguishing instruction sources. The architecture must name, per environment, which channels carry instructions from the human principal
and which carry data. Repository content, issue comments, document text, and fetched web pages are data — candidate inputs to reasoning, never
sources of standing authority. This is complete mediation [Saltzer and Schroeder, 1975] applied to instruction flow: every grant of authority to a
piece of text should pass a checked interface, and the default classification of new text is data. The T1 category of [Foundation, 2025b] makes the
stakes concrete: memory and context are where data quietly becomes standing authority, because yesterday’s poisoned context is today’s premise.

The second-Al-instance independence fallacy. A tempting mitigation routes an agent’s output through a second Al instance that reviews
it before consequential action. A second instance reading the same hostile material, drawing on the same training lineage and the same context
documents, is not automatically an independent security boundary: the failure modes are correlated, and an attacker who crafts material to
persuade one model has material crafted to persuade models of its class. This fallacy matters because it flatters the design instinct that adding



a reviewer suffices. Independence must come from structural difference — different information (the reviewer sees the artifact and the instruction
provenance, not the agent’s working context), different failure modes, or the deterministic enforcement of a policy that cannot be persuaded at all.

Verification as a cognitive control. Where agent claims matter — findings, completed work, security assessments — the design question is
what independent check exists. The AISI record is again instructive: the institute’s investigation, not the agents’ self-reports, established what had
happened and what harm had or had not resulted [Institute, 2026¢c]. The equivalent operator practice is grounding agent claims in artifacts that
can be checked — test results, reproduced builds, diffs — rather than in the agent’s narration of them.

Operator-side analytic tradecraft. The controls above assume an operator whose judgment is itself trained and checkable, and the operator side
now has an inspectable compensating layer: roughly one hundred cognitive-security and analytic-tradecraft skills — structured analytic techniques,
deception detection, source verification, critical review — packaged to run under the same coding harnesses that run agent workloads, so the checks
an operator applies to agent output are runnable, inspectable artifacts rather than ad-hoc habits [Friedman, 2026¢]. The tradecraft behind that
skill collection has an educational upstream in structured analytic intelligence curriculum [Friedman, 2026a].

11.8 Monitoring is itself an unsolved cognitive and control problem

The natural escalation from habituation-aware approval design is automated monitoring: a classifier or second model that watches agent behavior
and intervenes. The deployed and research record shows this escalation is under active construction — and that its foundations are not settled.

On the deployed side, Claude Code’s auto mode pairs a classifier with an allowlist so that safe-looking actions proceed without per-action approval
while others fall back to asking [Anthropic, 2026d]. The AISI record shows both the value and the boundary of the approach: the tested configuration
had developer-cyber misuse classifiers disabled, and the out-of-scope actions occurred in an environment deliberately made permissive — internet
on, classifiers off [Institute, 2026¢c]. Their absence changed behavior measurably; the boundary is a component with configuration dependencies,
not an invariant.

On the research side, three programs are probing whether monitors survive adversarial pressure. The AISI Control Red Team exists specifically
to stress-test frontier monitors — to find how evaluation-time monitoring fails under adversarial workloads [Institute, 2026a]. Apollo Research’s
auto-mode campaign documented monitor failures under exactly the pressure class this section describes [Research, 2026]. SHADE-Arena studies
sabotage-detection: whether a monitor can recognize subtle sabotage embedded in otherwise plausible multi-step agentic tasks — the hardest and
most realistic case — with documented results showing substantial room for monitor failure [Anthropic, 2025b]. Together they support a claim
this review states carefully: the monitor is a cognitive surface subject to the same T1/T2 hazards the monitored agent faces — its context can be
shaped by the same hostile material and biased by the same sycophancy dynamics. Monitoring narrows the authorized-misuse surface; no current
evidence says it closes it, and the open-research section below records what remains undemonstrated.

11.9 Connection to the human-factor tradition

None of this is conceptually new; it is the human-factor tradition of information security confronting a new kind of delegate. Saltzer and Schroeder’s
complete mediation requires every access to pass a checked authority mechanism [Saltzer and Schroeder, 1975]; the mediated operation of sec. 10
is that checked interface, and the audit-trail control is its memory. Their psychological-acceptability principle predicts the habituation failure
before it occurs: an interface operators routinely defeat is not protecting anything. Lampson’s formulation of the protection problem — who may
exercise which authority over which objects [Lampson, 1974] — becomes acute when the authority holder’s exercise of authority depends on the
interpretation of untrusted text. The confused deputy of [Hardy, 1988] was a compiler that trusted its caller’s spelling of a filename; the modern
deputy reads its entire purpose from the channel the attacker writes to, and the maintainer-pressure episode shows the deputy’s principal is now
reachable through the same channel [Institute, 2026c]. What is genuinely new is not the principles but the pressure: agents give the attacker a
fluent, tireless participant inside the workflow, aimed at the approvals the principles assumed a sober human would face.

11.10 Open research problems
Several problems in this domain are unresolved in any deployment this review examined.

Measuring habituation. Approval-fatigue rates and their relationship to modality design are asserted from human-factors experience, not
measured for agent-approval workflows at realistic task volume; without such measurement, friction design rests on analogy. The maintainer-
pressure episode adds a second unmeasured quantity: the rate at which fabricated social proof moves third-party humans — a number no one has
published.

Instruction-provenance enforcement at scale. Distinguishing principal instructions from content-borne instructions is solved informally per
environment and unsolved generally; repository-scale development, where the hostile material and the task specification live in the same tree, is the
hard case. Memory poisoning (T1) is the persistent variant of the same problem: content that was data yesterday becomes context today.

Independence criteria for machine review. What structural difference between two Al instances suffices for the second to count as an
independent check — differing training, differing information access, differing incentives — and how that independence degrades under adversarial
pressure, are open. The monitor-stress-testing programs of [Institute, 2026a, Research, 2026, Anthropic, 2025b] are the first systematic attempts
to measure the degradation; their results are warnings, not solutions.

Calibrated self-report. Whether agent systems can be made to report uncertainty over their own findings and fabrications accurately enough for
operator decision-making — the distortion the Anthropic investigation observed [Anthropic, 2026a] — is an open modeling and evaluation problem.

Machine-attention budgeting. The AISI record notes that developer cyber classifiers had been disabled in the tested configuration [Institute,
2026¢]; whether automated classifiers can serve as reliable cognitive boundaries — catching out-of-scope behavior without drowning operators
in false alarms — remains undemonstrated at deployment scale. The monitor research above sharpens the question from “can classifiers catch
misbehavior” to “can they catch it under pressure, at what false-positive cost, and who monitors the monitor.”

These problems are forecast subjects, not settled facts, and they carry the confidence discipline of sec. 16: the direction — cognition treated as
a designed boundary — is a high-confidence architectural bet, endorsed independently by the OWASP taxonomy [Foundation, 2025b] and the
Five-Eyes adoption guidance [Cybersecurity and Agency, 2026]; any particular mechanism for enforcing it is not.



12 Operator OpSec: Identity, Egress, and Incident Response for Agent Work

Operating-system compartmentalization constrains what a compromised component can reach. Operator operational security constrains what a
correctly functioning agent is allowed to do. The threat model of sec. 3 separates exploitation from authorized misuse, and the two defenses divide
along that line: isolation architectures raise the cost of the exploitation path, while OpSec is the operator-side discipline for the authorized-misuse
path, where no kernel exploit is necessary because the agent already holds a valid credential, an enabled integration, and a standing authorization.
The AISI incident report makes the distinction concrete in its own incident report: agents took out-of-scope internet actions in 10 of 122 test runs
without escaping the sandbox, because internet access was intentionally available and the authority to act had already been granted [Institute,
2026¢]. This section treats OpSec as the reviewable extension of the trust-domain architecture of sec. 10: the 7 domains and 9 controls define what
the system separates; operator discipline determines whether those separations survive contact with daily work. Three developments sharpen that
discipline into something more than exhortation: standards work now defines what an agent’s identity can look like, incident reporting documents
credential theft as a recurring failure mode, and transparency regulation turns attribution hygiene into a compliance surface.

Structured self-assessment gives that discipline a reviewable form: operator posture assessments and human-oversight checklists, published as part
of a practical deployment guide for cognitive-integrity controls, turn the review of agent-facing authority into a repeatable procedure rather than an
ad hoc audit [Friedman, 2026¢]. The subsections below follow the same shape — each practice is stated as a checkable configuration or a rehearsed
response, not as advice.

12.1 Identity compartmentalization across agent contexts

The trust-domain design separates personal_identity from agent_execution (tbl. 8). That separation exists at the operating-system layer only if it
also exists at the identity layer. An operator who signs in to an agent-driven workflow with a personal single-sign-on identity has fused the two
domains regardless of how well the machine is compartmentalized: the agent’s ambient session then speaks for the person, and every boundary
inside the machine becomes an implementation detail the credential route ignores.

Four practices keep the domains distinct. First, dedicated accounts for agent-mediated services, enrolled in their own multi-factor factors, so that
agent work never borrows the operator’s personal identity. Second, no ambient production session inside an agent execution environment: cached
browser sessions, cloud CLI tokens, and ssh-agent keys stay in the domains that own them. Third, identity lifetime aligned with task lifetime: an
account minted for a task expires with the task, which caps the value of any exfiltrated session material. Fourth, deliberate handling of the human-
authorized transfer paths that compartmentalized systems deliberately provide — clipboard export, cross-domain copy, shared browser profiles —
because these are user-approved crossings of the very boundary the identity plan maintains [Project, 2026]. An attacker who persuades the operator
to move an authenticated session into the agent’s domain has attacked the workflow, not escaped the hypervisor, and no operating-system choice
reverses that.

12.2 Agent identity: workload identity, token exchange, and downscoped tokens

The identity practices above are currently operator discipline because no ratified standard yet defines how an autonomous agent authenticates as
itself. Standards work is converging on an answer. An IETF draft for Al-agent authentication composes three existing mechanisms: workload
identity from the SPIFFE and WIMSE families, so an agent holds a cryptographically attestable workload identity rather than a borrowed user
account; OAuth 2.0 token exchange (RFC 8693), so a task receives its own credential by exchanging an attestable identity against policy; and
transaction tokens, so each credential binds a specific subject, audience, and set of requested authorities for a limited time [Force, 2026]. The
composition is not yet a ratified standard, and this review does not forecast its ratification. Its shape, however, is already the shape the trust-
domain design asks for: an agent identity that is distinct from the operator’s, minted per task, bound to a specific audience, narrowed to the
authorities the task requires, and short-lived.

Short-lived downscoped tokens are the operational core of that shape, and they can be built today without waiting for the draft: a token-issuing
service exchanges a workload attestation for a credential whose scope is the task’s tool grants and whose expiry is the task’s lifetime. This is the
scoped-credentials control of tbl. 9 implemented at the identity layer, and it composes with the orchestration-layer capability handoffs of sec. 13: the
token an executor presents to a tool broker is exactly the narrow, unforgeable reference the delegation analysis there demands. Until such machinery
is standard, the fallback remains the four practices above — and the design intent is worth recording now, because operators who structure agent
work around distinct, downscoped, task-lifetime identities will need no re-architecture when the standards land.

12.3 Data-loss path analysis

Every egress-capable destination is a disclosure decision, and the set is larger than it looks. Model providers receive the task context itself: prompts,
attached documents, repository contents, error messages. Repository forges receive pushed branches and issue text. CI systems receive logs that
often embed environment variables and secrets. Error-reporting and telemetry channels receive exception payloads. Messaging integrations receive
whatever an agent decides to summarize. A hostname allowlist is not a complete data-loss policy, because a permitted destination that itself accepts
uploads or messages is a data destination in its own right (sec. 10).

The sharpest instance is the model provider itself. The decision to transmit private code or documents to a hosted model is a separate trust-boundary
decision that no operating-system choice can resolve: once transmitted, retention policy, staff access, training use, and the provider’s own breach
exposure are outside the workstation’s authority entirely. This is a decision to classify material before it enters a task environment, not after; after
an agent has read private material, assume it can leave by any egress the task’s tools permit. Contractual terms about data handling are policy
commitments, not containment. Local inference changes the transport but not the structure of the decision: the model service, the agent execution
domain, and credential mediation should remain separated with explicit authentication between them, because shared compute is not a reason to
share trust.

Official guidance now frames the same decision from the adoption side. The CISA-led Five Eyes guidance on careful adoption of agentic Al
services recommends sandboxed deployment, threat-model-based evaluation, red-teaming, and — most directly relevant to the egress decision —
limiting early agent deployments to low-risk tasks until the surrounding controls are demonstrated [Cybersecurity and Agency, 2026]. Low-risk-task
staging is the operational complement to the data-loss analysis above: a task that cannot reach private material cannot disclose it, so the material
classification and the task’s risk tier should be decided together, before the first agent run, not reconstructed after an incident.



12.4 Tool-bridge grants as the OpSec surface

Tool bridges — the filesystem, browser, repository, CI, cloud, and messaging integrations through which agents act — are the OpSec surface proper.
Each bridge is a standing grant of authority: a filesystem root the agent may read or write, a browser profile it may drive, a repository it may
push to, a CI pipeline it may trigger, a cloud API scope it may exercise, a messaging channel it may post to. These grants must be reviewed as
grants, not as features. An isolated process with a powerful API token is still a powerful actor: disposability of the environment does not dispose of
the grant, and an agent inside a disposable qube holding an owner-scoped cloud credential carries the owner’s cloud authority until that credential
expires or is revoked [Project, 2026].

Complete mediation [Saltzer and Schroeder, 1975] is the governing principle: every privileged operation crosses a checked channel, and the tool
broker of sec. 13 is the natural enforcement point. Operator discipline makes the grants enumerable, task-scoped, revocable, and logged. The review
question for each bridge is the authority question of sec. 4 asked one layer up: what can this integration read, transmit, sign, or change, and does
any single task actually need all of that?

12.5 Attribution and footprint hygiene

Agent traffic is identifiable. Model API endpoints, client user agents, commit metadata, issue formatting, and activity timing all distinguish
agent-driven work from ordinary operator work. Footprint hygiene means deciding deliberately what agent activity discloses, rather than letting
defaults decide. Use separate accounts or tenants for agent-driven commits, issues, and messages, so that a compromised or mistaken agent cannot
speak with the operator’s personal voice or reach the audiences tied to the personal identity. Keep provenance accurate rather than laundered:
an agent-generated change should be recorded as agent-generated, because obscuring agent authorship destroys exactly the record that incident
response and the audit obligations of sec. 13 depend on. This hygiene is credential protection, not anonymity: the goal is that agent activity cannot
be replayed as the operator’s identity — a different requirement from concealing that the activity occurs, which is the distinct province of the
anonymity-focused systems reviewed in sec. 9.

Attribution hygiene is also becoming a regulated surface. The European Union’s AI Act transparency obligations, applicable from 2 August 2026,
require that people interacting with Al systems be informed of the AI nature of the interaction and — where autonomous agents act on someone’s
behalf — of the natural person or legal entity on whose behalf the agent acts; the European Commission’s guidelines name Al-agent disclosure
duties explicitly [Commission, 2026]. An operator deploying agents into EU-reachable workflows therefore needs the attribution layer to answer two
questions by design: that an Al system is acting, and whose authority it acts under. This coincides with, rather than conflicts with, the hygiene
above: the accurate provenance record that incident response needs is the same record that disclosure compliance requires, and both are served by
making agent identity explicit at the identity layer rather than reconstructing it from logs. Operators outside the regulation’s reach still face the
same design requirement wherever counterparties, auditors, or platforms demand equivalent disclosure.

12.6 Credential hygiene: short-lived, service-scoped

The credential plan follows the scoped-credentials control: prefer short-lived, repository- or service-specific credentials issued per task and expiring
with it, and never hand an agent the owner’s general cloud identity merely because a task sometimes needs a deployment (tbl. 9). The practical
compromise is ambient session tokens. Cached cloud CLI credentials, browser session cookies, and long-lived personal access tokens already exist
in the environment, are easy to forget, and are precisely what an agent picks up when it inspects its surroundings. The defense is structural rather
than exhortative: keep ambient tokens out of the agent_execution domain instead of trying to teach the agent restraint. Declarative environments
add their own trap on this point: the Nix store is readable by all users, and secrets embedded in configuration can reach external caches, so the
documented practice is to read secrets at runtime under access control [Project, 2026v]. Configuration cleanliness must not come at the cost of
credential exposure.

12.7 Credential theft as the observed failure mode

The credential-theft pattern is no longer hypothetical. Anthropic’s September 2026 threat-intelligence report — the vendor’s account of activity
observed on its own platform — documents threat actors obtaining legitimate API keys by theft and credential abuse, then driving coding and agent
tooling under the stolen identity; the report’s designated threat-activity identifiers GTG-50020 and GTG-50021 describe key-harvesting operations
against agent platforms, and the report assesses that “vibe hacking” — attackers using coding agents directly in extortion and intrusion work —
persists as the top observed Al-enabled threat [Anthropic, 2026c]. The pattern matters to operator OpSec because it is the authorized-misuse path
executed with the operator’s own authority: an attacker holding a valid agent-platform API key needs no exploit at all, only the standing grants
that key carries. Every credential control in this section exists to shrink exactly that surface — short-lived task-scoped issuance so a stolen key’s
value decays in hours, dedicated accounts so a stolen agent credential cannot reach personal identity, per-key scope review so a stolen key cannot
reach more than its task, and egress monitoring on agent-platform usage so an anomalous consumer of the operator’s quota is visible. The account
that pays for agent capability is itself a high-value credential, and it belongs in the same reviewed inventory as every tool-bridge grant.

12.8 The intake discipline

Treat returned code, documents, and build artifacts as untrusted until checked. A diff produced by an agent is untrusted input into the trusted
codebase; a document it produced is untrusted input into the document pipeline; a binary it built is untrusted until its construction is accounted
for. No automatic promotion of an agent’s home directory, working tree, or container image into a trusted environment (tbl. 9, minimal shared
state). The vendor evidence cuts both ways here: DARPA’s AIxCC results demonstrate that machine-generated patches for real vulnerabilities are
achievable [DARPA, 2025b], while the Anthropic campaign investigation — the investigating vendor’s report — found agents overstating findings
and fabricating unusable credentials [Anthropic, 2026a]. Generation quality and acceptance authority remain separate questions; the review that
admits generated material is the same independent review that sec. 14 requires for generated policy.

12.9 Rehearsed incident response for agent-era compromise

Authorized misuse leaves no exploit artifacts: no crash, no dropped binary, no anomalous fault trace. The response therefore cannot depend on
detecting the compromise before acting, and the working assumption must be that everything the task could touch was exfiltrated or altered. The
rehearsed sequence is: revoke every credential the task environment could reach — a superset of those it demonstrably used; destroy and rebuild the



environment from known-good configuration; treat data already transmitted as disclosed; restore from independent backups. Distinguish deleting
an environment from revoking the credentials it could access: deletion without revocation leaves live authority in unknown hands. Environment
refresh between tasks and prompt patching of management and transfer paths belong to the same discipline — QSB-118 documented a route from
an already-compromised qube to dom0 command injection under specified conditions, fixed in qubes-core-dom0-linux 4.3.22 [Project, 2026], and
recovery speed under such advisories is an operator OpSec property, not only a vendor property. Recovery that has never been rehearsed (tbl. 9,
rehearsed recovery) is a plan-shaped hope. The credential-theft pattern of the previous subsection sharpens the response plan in one specific way:
revocation must cover the agent-platform accounts themselves, not only the task-scoped credentials they issued, because a stolen platform key can
mint new task authority after the original task environment is gone.

Incident-response playbooks published for cognitive-integrity deployments ground that rehearsal: the revocation-first, rebuild-from-known-good,
treat-transmitted-as-disclosed sequence appears there as practiced steps with assigned roles and timing rather than as principles to be improvised
under pressure [Friedman, 2026c]|.

12.10 Zero trust applied to agent tool calls

Zero-trust architecture removes implicit trust derived from network location or prior approval: every access request is evaluated per request against
policy, and the policy decision point is separate from the resource it guards [Rose et al., 2020]. Agent tool calls have exactly this shape. A task’s
prior approval is not a standing authorization; a request’s origin inside a trusted agent is not evidence of legitimacy; each call is judged on the
operation requested, the artifact named, the destination addressed, the scope claimed, and the expiry asserted. Operation mediation is zero trust
stated operationally (tbl. 9): a service that permits “sign this exact artifact for this release” is checkable per request, while “use the signing key
responsibly” is not checkable at all. Zero trust for agent work therefore lands on the same design point as the orchestration boundaries of sec. 13
and the configuration separation of sec. 14: place the decision point outside the agent, and make the decision context rich enough to audit after the
fact. The agent-identity standards described above are the direction in which this posture standardizes: workload identity, token exchange, and
transaction tokens are zero trust rendered as credential machinery, so that the per-request judgment has a per-request credential to judge.



13 Securing Agent Orchestration: Mediation Points Across Protocols

Multi-agent systems introduce a security surface that single-agent analysis misses: the orchestration layer that decomposes tasks, dispatches
workers, aggregates results, and holds credentials on their behalf. Compartmentalization at the operating-system layer separates trust domains, but
an orchestration layer recreates privileged intermediaries in software above the OS. If that layer is compromised — or merely persuaded — every
domain it can reach is reachable at once. This section treats orchestration as a first-class security surface with its own trust boundaries, its own
least-privilege requirements, and its own audit obligations, extending the authority architecture of sec. 10. Its organizing device is a taxonomy of
mediation points: the ten places where an orchestration stack can interpose a check between an agent’s capability and an agent’s action.

13.1 The orchestrator as privileged intermediary

The orchestrator concentrates three kinds of authority. Through task decomposition it decides which worker sees which material, and so controls
the information flow that determines what each agent can be influenced by. Through result aggregation it decides which outputs are promoted,
and so hostile content that reaches it can be laundered into accepted results. Through credential custody it mints, distributes, and revokes task
credentials, and so its own compromise is credential compromise for every task it supervises. Under the evaluation framework of sec. 4, the
trusted-computing-base question reappears one layer up: which components must remain correct for the compartmentalization below to matter.
An orchestrator with unconstrained reach is that answer’s weakest term, and treating it as a convenience rather than a security component is the
first orchestration failure.

13.2 Planner, executor, tool broker: where authority concentrates

The common pattern splits three roles. The planner decomposes intent into assignments. Executors run one task each inside isolated environments
— disposable VMs or comparable workers, matching the agent-hosting baseline of sec. 8. The tool broker mediates every privileged operation
the executors request across filesystem, browser, repository, CI, cloud, and messaging APIs. Authority concentrates at two points: the planner,
whose instructions workers accept as legitimate, and the broker, whose policy decides which operations pass. Both deserve the scrutiny the
trusted-computing-base property demands.

The broker is where complete mediation [Saltzer and Schroeder, 1975] either happens or fails. Qubes’ grexec is the mature precedent: every
inter-domain request traverses a policy-mediated channel, and the policy — not the requesting domain — decides what passes [Project, 2026].
An orchestration tool broker should carry the same property: executors never touch API endpoints directly; the broker validates each requested
operation against task-scoped policy and forwards only what passes. Where a deployment skips the broker and lets executors call cloud or messaging
APIs directly, the orchestration diagram flatters a system that has, in authority terms, a single wide domain.

13.3 Least-privilege orchestration

Least privilege [Saltzer and Schroeder, 1975] applied to orchestration yields concrete rules. Each task receives credentials minted for its scope and
expiry — per-task credentials — never the operator’s standing identity (sec. 12). Authority transfers between components as capability handoffs:
narrow, unforgeable references to specific operations rather than ambient tokens, in the tradition of capability-based systems [Levy, 1984]. The
IETF draft on Al-agent authentication composes SPIFFE/WIMSE workload identity with OAuth 2.0 token exchange (RFC 8693) and transaction
tokens in exactly this direction: a short-lived, audience-bound credential per delegation hop [Force, 2026]. Executors hold no direct network or
API authority beyond the broker channel. Workers exchange artifacts through the broker rather than through a shared home directory or scratch
volume, because shared mutable state accumulates authority — whatever lands there becomes reachable by every later task that shares it, which
is the minimal-shared-state control of tbl. 9 restated structurally.

Published deployment guides for cognitive-integrity controls give the worker tier the same treatment as a checklist: subagent-hardening playbooks
that specify a disposable executor’s environment, grant set, and intake handling as configuration to be reviewed rather than platform defaults to
be inherited [Friedman, 2026c¢].

13.4 Protocol-level mediation: MCP and A2A

The orchestration layer is acquiring standards of its own, and their evolution tracks the mediation points this section describes. The Model Context
Protocol’s June 2025 revision recast MCP servers as OAuth resource servers: protected-resource metadata (RFC 9728), tokens bound to the
audience of the server they call (RFC 8707), OAuth 2.1 with PKCE [Project, 2025d]. Audience-bound tokens are the protocol-level version of the
capability handoff above: a token stolen from one MCP server is useless at another. The same revision introduced tool annotations — hints such as
readOnlyHint that a server attaches to its tools — and is explicit that they are advisory metadata for display and heuristics, not security guarantees
[Project, 2025¢]; the annotation is a claim by the mediated component, and the broker that mediates the call is what complete mediation requires.

Later revisions push further along the same axes. A server registry preview launched in September 2025 reached roughly 2,000 entries by November
2025, with governance denylists excluding known-malicious servers — an imperfect supply-chain screen at the point where operators choose which
servers to trust [Project, 2025b]. The November 2025 specification adds SEP-1024’s local-installation security requirements, making a local server
install a reviewed event rather than a silent privilege grant; SEP-835’s default scopes, so a client requests the narrowest functioning scope set
and expansion is explicit; and SEP-1036’s URL-mode elicitation, moving interactive authorization into a browser-based OAuth flow in which the
client never handles the user’s credentials [Project, 2025c]. The A2A protocol, developed under the Linux Foundation, makes the same choices for
agent-to-agent traffic: mandatory TLS, standard HTTP authentication, remote agents treated as opaque [Foundation, 2026d]. Neither protocol
answers the authority question alone; each standardizes the channel on which a broker policy, an identity exchange, or an approval gate is enforced.

13.5 Swarm threat models: MAESTRO, AegisSwarm, and the agent as insider

Threat-modeling frameworks now treat the multi-agent layer as a named object. The Cloud Security Alliance’s MAESTRO models agentic Al
threats across seven layers, from model and memory through tools and orchestration to the human-agent interface — the layered decomposition
this review applies, with orchestration as the point where component failures compound [Alliance, 2025]. CSA’s AegisSwarm zero-trust swarm
architecture draws the conclusion directly: an interception and auditing boundary around every agent, short-lived identities, and no persistent
credentials anywhere in the swarm [Alliance, 2026b] — the orchestration-layer restatement of this section’s rules.



CSA’s “Agents in the Wire” work names the insider-threat version: an agent compromised — or steered — while holding legitimate credentials is
functionally an insider, with an employee’s access and whatever judgment its context carries [Alliance, 2026a]. The detection posture insider-threat
practice implies — behavioral baselines, per-operation review of unusual requests, audit channels the monitored principal cannot rewrite [Rose
et al., 2020] — reappears below as the observability and escalation mediation points.

13.6 Delegation chains and the confused deputy

An agent-to-agent delegation chain is a sequence of deputies. Lampson’s protection analysis frames the general problem of a program exercising
authority on a client’s behalf [Lampson, 1974], and Hardy’s confused-deputy case gives the failure its mechanism: a program holding more authority
than its clients can be tricked into exercising that authority on an attacker’s behalf by shaping the request’s contents rather than its provenance
[Hardy, 1988]. Multi-agent orchestration industrializes this shape. Each delegation hop adds an interpretation step in which attacker-influenced
context — a poisoned repository, hostile content in an earlier worker’s result, a crafted issue or document — can reshape what the next agent
believes it was asked to do. The orchestrator then forwards the reshaped request under its own legitimate credentials: the confused deputy with an
API surface, and with standing authority no individual worker possesses.

The mitigation is structural rather than behavioral. Authority must never be derived from message content: the broker validates the operation
itself — artifact identity, destination, scope, expiry — not the orchestrator’s description of the operation. Artifacts crossing a delegation boundary
are integrity-checked and provenance-recorded before they influence any downstream request. And delegation can only narrow authority: a worker
returns requests that preserve or reduce scope, never requests that expand it, and the broker rejects expansions as a matter of policy. These three
rules convert the deputy from a trusted forwarder into a checked channel.

The formal grounding for these rules is d-bounded delegation (Definition 7): each hop in an agent-to-agent chain is permitted to narrow the
authority it passes, never to widen it, so trust cannot amplify across a delegation chain no matter how many intermediaries it traverses [Friedman,
2026b]. Miller’s robust-composition discipline supplies the construction rule behind the bound: capability handoffs must be built so that a recipient
can never acquire more authority than its grantor held, making no-widening a property of the handoff mechanism itself rather than of operator
care [Miller, 2006]. The bound of eq. 7 is not left as a statement of intent — its bounded-delegation and trust-boundedness properties have been
exercised computationally, with implementations validating the no-amplification guarantee on constructed delegation scenarios [Friedman, 2026d].

Definition 7 (§-bounded delegation). For a delegation chain a—b—c, trust does not amplify:
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Figure 9: A reference orchestration: one orchestrator delegating through an MCP-style tool broker to three disposable workers, with the ten
mediation points numbered at each trust-boundary crossing.



The boundaries in fig. 9 are the orchestration-layer rendering of the trust-domain design: executors instantiate the agent_execution domain, broker
policy carries the credential_service restrictions, external approval embodies the administration and release_deployment requirements, and the
audit trail belongs to the recovery domain of tbl. 8.

13.7 The mediation-point taxonomy

The mechanisms reviewed in this section reduce to ten mediation points: places where an orchestration stack can interpose a check between an
agent capability and an agent action. Each is already instantiated in deployed systems rather than proposed for the future.

1. Sandbox primitives — the process/host boundary: bubblewrap, Seatbelt, and Landlock restrict filesystem, process, and namespace reach
before any tool call happens [Anthropic, 2026b, OpenAl, 2026a, Project, 20260].
2. Egress proxy — the agent/network boundary: outbound traffic passes a proxy whose allowlist, not the agent’s request text, decides the
destination [Anthropic, 2026b].
3. Tool annotations — advisory capability metadata on MCP tools; useful for surfacing risk to humans, explicitly not a guarantee [Project,
2025¢].
4. OAuth resource-server binding — protected-resource metadata per RFC 9728 and audience-bound tokens per RFC 8707, so a credential
presented anywhere else fails [Project, 2025d].
5. URL-mode elicitation — browser-based authorization in which the client never handles user credentials [Project, 2025¢].
6. Agent-to-agent transport security — A2A’s mandatory TLS and standard HTTP authentication between opaque agents [Foundation,
2026d].
7. Agent identity exchange — SPIFFE/WIMSE workload identity with RFC 8693 token exchange and transaction tokens for short-lived,
downscoped delegation [Force, 2026].
8. Classifier escalation — actions an automated classifier flags as resembling misuse are routed through two-stage review, as in Anthropic’s
auto-mode containment design [Anthropic, 2026d].
9. Sandbox observability — audit instrumentation at the sandbox boundary, such as gVisor’s SecCheck, recording what the agent attempted
independently of what it reports [gVisor Project, 2026a].
10. External approval — the human or deterministic-policy gate for consequential actions, outside the proposing hierarchy (tbl. 9).

Mapped against the agent capability classes of sec. 10 — content intake, tool and bridge use, credential touch, external communication, state
mutation, self-modification — the taxonomy shows where mechanical coverage exists. External communication crosses points 2, 4, and 6; credential
touch crosses 4, 5, and 7; state mutation and self-modification are contained by 1 and audited by 9; tool and bridge use is broker-mediated under
policy informed by 3. Content intake has no mechanical point at all — hostile content enters through any permitted channel — which is why the
cognitive-security analysis of sec. 11 and the external-approval point 10 carry the weight mediation cannot. The coding-agent platforms’ convergence
on points 1, 2, and 8 — OS-primitive sandboxing, proxy egress, classifier escalation [Anthropic, 2026b, OpenAl, 2026a, Google, 2026] — before the
protocol work standardizes points 4 through 7, is the market’s own vote on where control belongs. fig. 10 arranges the matrix, with the numbered
mediation points keyed to the list above.

13.8 Approval chains across agent hierarchies

The configuration invariant that no component may approve its own policy changes (sec. 14) applies with full force here: an orchestrator that can
propose a consequential operation and also approve it has collapsed the separation between proposal and authorization that the authority ladder
of sec. 10 maintains across its rungs. Approval must originate outside the hierarchy — a human principal, or a deterministic policy check with no
stake in the task’s completion. A second Al instance reading the same hostile material is not an independent approval boundary: it shares the
attacker’s channel into the first agent’s context (sec. 11). Approval context should carry the operation’s full parameters — artifact, destination,
scope, expiration — so the approver decides about the actual operation rather than about a summary of it; and the approval path itself, like the
transfer paths of sec. 5, is a high-value component whose compromise routes around every other control.

13.9 Auditability of multi-agent decisions

Multi-agent decisions are hard to reconstruct because intent is distributed: no single transcript contains why a task evolved as it did, and agent
prose is a poor record of authority events. The audit obligation (tbl. 9, independent audit) therefore attaches to the structure. Record every
tool-broker decision with its full request context; record every credential mint, use, and revocation; record every delegation edge — which planner
asked which worker for what, with which inputs and which returned artifacts. The record lives outside every agent’s write authority and outside
the orchestrator’s, because rewriting the audit trail is one of the 9 configuration invariants of sec. 14. Sandbox-boundary observability is the
enforcement instrument for the agent-side half of this obligation: an instrumentation point such as gVisor’s SecCheck records system-level behavior
at the sandbox edge, which is the record an operator can compare against what the agent narrated [gVisor Project, 2026a]. Make the record useful
for reconstructing what happened: timestamps, operation parameters, policy verdicts, and approver identities, not collected narration.

13.10 Mapping to the trust-domain architecture

The mapping closes the loop with sec. 10. The orchestrator’s decomposition and aggregation role sits adjacent to administration, with no standing
production credentials of its own. Executors instantiate agent_execution under its restrictions: no host home, no broad credential directory, no
ambient production session. The broker instantiates the credential_service discipline: it exposes specific operations, not raw secrets or shells.
Result intake applies the browsing_intake restrictions: aggregated worker output is untrusted material, reviewed before promotion. Deployment
endpoints apply the release_deployment rule: agents may propose, but external approval must be unalterable by any of the proposing parties. The
audit trail and known-good configuration instantiate recovery, beyond the destructive authority of everything above them. Orchestration does not
replace this architecture; it is the layer where the architecture’s rules are either enforced by construction or quietly dissolved by convenience.
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14 Configuration Generation Is Not Authorization: Review Invariants and Enforcer Independence

An AI agent can write a declarative configuration, an access-control policy, or a deployment change as fluently as it writes code. Generation is
not the security event. The security event is whatever independently enforces the boundary between what the agent may change and what it may
only request — above all, the mechanisms that constrain the agent itself. This section deepens that argument, states the 9 review invariants that
an agent must never be able to violate, and locates the separation of policy writing, policy approval, and permission exercise inside the authority
architecture of sec. 10.

14.1 Generation versus enforcement

The distinction is complete mediation [Saltzer and Schroeder, 1975]: every access to a protected resource is checked by an enforcement point, and
the authorship of the request is irrelevant to whether the check runs. A proposed configuration is a request. Declarative formats make requests
legible — diffable, reviewable, testable — which is why they are attractive in this threat model; but legibility is a property of the document, while
enforcement is a property of the system that acts on it. A policy nobody enforces is a wish. An enforced policy whose enforcement mechanisms
the agent can reconfigure is the same wish, one step removed, and it is the more dangerous form because it advertises control that does not exist.

The authorized-misuse path of sec. 3 runs straight through configuration. An agent need not disable isolation through an exploit if it can propose
a configuration generation that disables isolation and have that generation applied as routine system management. The attack is a policy review
that did not happen, not a boundary that was crossed.

14.2 Declarative configuration as an inspectable policy surface

Used correctly, declarative configuration is the strongest inspectable policy surface in common use. The NixOS model makes intended system state
explicit, keeps generations diffable, and supports activation and rollback of configuration as a first-class operation [community, 2026k,h]. Review
can compare what will be deployed against what was approved; drift becomes visible; policy becomes data. These are real gains over imperative
mutation, and this review’s recommendations in sec. 6 lean on them.

Two traps sit alongside the gains. The first is inspection without enforcement: reviewing the file changes nothing if the deployment pipeline
applies whatever appears next. The second is enforcement without independence: a reproducibly deployed privilege escalation remains a privilege
escalation, and reproducibility makes it deterministic and fleet-wide — every machine receives the escalation in the same rebuild. Reproducible
deployment guarantees the same result everywhere; it does not ask whether the result is authorized [Project, 2026x]. Credential handling shows
the same trap from the secrets side: declarative cleanliness that embeds secrets in configuration exposes them to every store reader and possibly
to external caches, so the documented practice reads secrets at runtime under access control [Project, 2026v]. Inspection value and authorization
value are different properties, and the second never follows from the first.

Provenance inspection, in particular, is maturing from a manual discipline into packaged tooling, and the Nix ecosystem is where it is furthest
along. Source provenance is now a required attribute in nixpkgs: a meta.sourceProvenance declaration tagging each package’s inputs — from official
releases to unvendored source trees — is merged as a requirement rather than a convention, which makes the provenance question answerable
from the derivation data itself rather than from documentation [community, 20261]. Around that requirement a tooling stack has formed: sbomnix
generates CycloneDX and SPDX software bills of materials for a NixOS closure and emits SLSA provenance attestations for builds [, TII]; Trustix
rebuilds packages independently and compares the results bit-for-bit against what the binary cache distributed, converting trust in a substitute into
a checkable claim [community, 2026m]; and the nix provenance show and nix provenance verify subcommands packaged by Determinate Systems
expose the provenance of a built artifact for inspection and verification as ordinary command-line operations. The direction is exactly right for
this threat model: the provenance of deployed software becomes inspectable data, in the same way declarative configuration made intended state
inspectable. The section’s caution nonetheless applies unchanged. Provenance attests how an artifact was built and from what inputs; it does
not authorize deployment, and a perfectly attested artifact is not thereby a permitted one. Inspection tooling raises the quality of the review; the
authorization decision remains with the enforcement points this section describes.

14.3 The review invariants

tbl. 10 states the review invariants: what an agent must never be able to do, the failure each invariant closes, and where enforcement must live.
Formally, each invariant is an unreachable-state predicate (Definition 8): no state reachable from agent-writable configuration may violate an
invariant eq. 8.

Definition 8 (Invariant predicate). Each review invariant ¢; is an unreachable-state predicate — no state reachable from agent-writable
configuration may violate it:

Vg e G : —reachable(g, violate(t;)) (8)

agent *

Table 10: The 9 configuration review invariants: the capability closed, the failure each prevents, and the enforcement point

Invariant: the agent must never be able to Failure the invariant closes Enforcement point

Add an unrestricted credential provider Every task gaining reach into secrets through Credential mediation service; provider registry
one configuration edit outside agent-writable configuration

Disable isolation A prevention failure becoming whole-machine Isolation baseline outside agent-writable
compromise by policy rather than exploit generations; changes require external approval

and a verified boot path

Widen its own network policy The egress boundary rewritten toward Egress policy owned by a boundary the agent
attacker-chosen destinations, reopening cannot rewrite
data-loss paths (sec. 12)

Replace the trusted update signer Supply-chain takeover achieved as ordinary Signing keys and trust anchors held outside

configuration change every agent-writable generation



Invariant: the agent must never be able to Failure the invariant closes Enforcement point

Alter the approving identity An attacker redefining who counts as an Approving-identity registry immutable from
approver, then self-approving any agent context

Mount unrelated user data Cross-domain reads into personal_identity or Mount policy scoped per trust domain (tbl. 8)
credential_service data

Expand its own tool grants Self-issued authority through the tool-bridge Grant registry held and reviewed as explicit
surface (sec. 12) authority grants

Rewrite the audit trail Destruction of the record incident response Append-only audit storage outside every
depends on execution environment (tbl. 9)

Approve its own policy changes Closure of the loop from proposal to Write-policy / approve-policy / exercise
authorization to exercise separation (below)

The 9 invariants share one design principle: the state that would relax an invariant is never reachable from agent-writable configuration. They are
capability invariants, not instruction invariants. A well-prompted agent and a compromised agent must be equally unable to violate them, because
the authorized-misuse path does not distinguish persuasion from compromise at the enforcement layer. An invariant that holds only while the agent
behaves is not an invariant; it is a preference. Biba’s integrity model gives the principle its classical form: a subject may not write to an object
at a higher integrity level [Biba, 1977] — agent-writable configuration is the low-integrity subject, the policy surface that authorizes the system’s
behavior is the high-integrity object, and generation-is-not-authorization is precisely the prohibition on that write-up.

14.4 Separating policy writing, policy approval, and permission exercise

The write-policy / approve-policy / exercise-permission separation maps onto the authority ladder of sec. 10: proposal and staging are distinct
rungs from authorization, and exercise is distinct from both. The operating rule is that no single principal holds more than one of the three roles
for a consequential change. The identity that writes a policy change differs from the identity that approves it, and whatever exercises the new
permission does so only after an approval that neither writer nor exerciser controls. Hardy’s confused deputy is precisely the closure of this loop
— the program that compiles the request and holds the authority over the resource it names [Hardy, 1988] — and the separation is the structural
answer: split the deputy into roles that cannot be merged by the party under attack.

Deterministic policy checks can automate approval where the check is complete: binary, fully specified, and independent of the task’s success.
Where judgment is required, the approver receives the full operation context — artifact, destination, scope, expiry — not a summary, mirroring
the approval-context discipline of sec. 13. An approver who sees “network policy update” has approved nothing; an approver who sees the exact
diff that widens egress to a named destination has at least been given the choice.

Signer management is the sharpest instance of the separation. A configuration change that replaces the trusted update signer — or the signer of a
binary cache — converts every subsequent update into attacker-chosen code, so the review must ask who holds signing authority rather than merely
whether signatures verify; trusting a signer is not proof that an artifact was produced by the expected derivation [community, 2026¢]. Invariant
4 in tbl. 10 is therefore enforced by construction: signing trust anchors live outside every agent-writable generation, and changing them is the
highest-consequence generation request an agent can make — which is exactly why it must be one the agent cannot complete alone.



15 Forecast: The 2028-2031 Compartmentalization Horizon

The forecasts in this section cover the 2028-2031 horizon. They are reasoned expectations drawn from documented designs, the capability evidence
assembled in sec. 3, and the platform reviews of sec. 5 through sec. 9. They are not commitments, not measurements, and not claims about
any project’s roadmap or release schedule. Official assessments bracket the near end of the horizon, and both are recent enough to describe the
posture the forecast extends. The UK NCSC’s assessment published in May 2025 at CYBERUK — its second look after the January 2024 original
[Centre, 2024] — projects Al-assisted reconnaissance, vulnerability research, exploit development, and social engineering through a 2027 horizon,
while considering fully automated, end-to-end advanced attacks unlikely within it [Centre, 2026]. A year later, the CISA-led Five Eyes guidance
on careful adoption of agentic Al services states the defensive counterpart: sandboxed deployment, early agents restricted to low-risk tasks, threat-
model-based evaluation, and red-teaming as adoption prerequisites [Cybersecurity and Agency, 2026]. Together the two documents are the current
official posture: offense is accelerating inside known boundaries, and defenders are advised to adopt capability under containment rather than
withhold it. DARPA’s AIxCC results anchor the defensive engineering side within the same bracket: machine-discovered and machine-patched
vulnerabilities, including real non-synthetic flaws, are already demonstrated [DARPA, 2025b]. The forecast assumes both curves move through and
beyond the bracket. It declines to assume that attacker capability improves while defensive engineering stands still.

15.1 Highest-confidence architectural bets

The forecast register records 14 claims: 5 high-confidence architectural bets, 4 execution-dependent outcomes, and 5 claims the analysis declines to
endorse. The high-confidence bets are architectural in a specific sense: each follows from the structure of the threat rather than from any vendor’s
plans.

Compartmentalization value grows with exploitation frequency. If offensive automation raises how often exposed components fail, archi-
tectures that protect the rest of the system after a failure gain value mechanically. This supports Qubes-like strict domain separation and disposable
execution — not as a claim that any hypervisor is unbreakable, but because QSB-118’s route from an already-compromised qube to dom0 command
injection under specified conditions shows both the value of the boundaries and the standing obligation to patch the management plane that guards
them [Project, 2026].

Capability mediation becomes as important as exploit mitigation. More capable agents raise the value of distinguishing what an agent
can propose from what it can authorize (sec. 10). Operating-system isolation and application-level, API-level authorization must work together;
neither substitutes for the other, which is the property independence of sec. 4 applied forward.

Fast, trustworthy replacement beats elaborate repair. Against uncertain compromise, rebuilding from known-good configuration plus
credential revocation dominates forensic repair on an unverified footing — especially when authorized misuse may have left no exploit trace at all
(sec. 12). This favors declarative and image-based operations, with mutable data and secrets handled separately rather than swept into the rebuild
(sec. 6).

Small interfaces deserve disproportionate investment. The components that move bytes, credentials, approvals, and device access across
domains are natural targets. Their size, privilege, implementation language, and policy semantics can matter more than the number of isolated
workloads on the other side of them. grexec’s policy-mediated request channel [Project, 2026] and the GUI/admin-domain disaggregation in Qubes
4.3 [Project, 2026] are instances of the pattern: concentrate care where authority crosses.

Coherent defaults beat optional hardening menus. A baseline that survives browser updates, developer workflows, and ordinary maintenance
is worth more than many switches operators cannot safely combine. The maintainer discussion proposing deprecation of NixOS’s hardened profile
documents the failure mode directly: a menu of restrictions without a coherent baseline can undermine browser sandboxing unless compensating
setup is supplied [community, 2026e].

15.2 Execution-dependent trajectories
Three trajectories are promising but decided by execution rather than architecture.

Qubes: disaggregation without fragility. Qubes 4.3 moves complex components — the GUI stack, administrative services — out of the
most privileged domain, alongside new device-assignment mechanisms and initial Wayland work [Project, 2026]. The open question is whether the
resulting reduction in privileged attack surface arrives without operational fragility that pushes users to collapse their compartments, which would
trade the human-usability property for the containment property. The trajectory is the right one; its delivery conditions are not yet settled.

NixOS: confinement and integrity as one baseline. The open question is whether reproducible configuration integrates with a coherent
confinement and integrity baseline — the security wiki documents incomplete SELinux and AppArmor integration, and Lanzaboote remains in
development [community, 2026j,g] — rather than remaining largely an operator-assembled composition. The composable potential is real (sec. 6);
whether it becomes a maintained default rather than a skilled operator’s assembly job is an execution question. The support lifecycle sharpens it:
NixOS 26.05’s seven-month window of security fixes, ending December 31, 2026, makes an explicit update process a precondition of any claim on
the platform [Project, 2026w].

Conventional desktops: permission narrowing while usable. secureblue documents allocator hardening, a confined browser, removal of
SUID-root programs, and deliberate namespace restrictions [secureblue Project, 2026a]; Flatpak’s own documentation describes a restrictive base
sandbox whose permission grants expand access and warns about unrestricted bus access [Project, 2026k]. The trajectory question is whether
application permissions and agent authority narrow substantially while remaining usable — whether the desktop permission model converges on
something operators keep rather than disable.

15.3 The attractive destination

The composition worth building toward is a compartmentalized system whose small privileged services are memory-safe where feasible, whose
core security properties carry strong verification [Klein et al., 2009], whose boot and update paths authenticate the intended software, and whose
environments can be independently rebuilt. Each property closes a different failure class: containment for exploitation, verification for defects in
privileged services, authenticated update for supply-chain substitution, rebuildability for persistence and unauthorized change. None substitutes for
the others — that non-substitutability is the property independence of sec. 4 restated as a design program. The destination is a composition, and



composition quality is precisely what no reviewed product yet supplies as a default (sec. 5; sec. 6; sec. 7). fig. 11 arranges the registered forecasts
by confidence tier across the horizon.
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Figure 11: Fourteen forecasts placed on the 2026-2031 horizon by confidence tier; high-confidence architectural bets cluster early, while low-
confidence rows are explicit refusals to predict a distribution winner.

15.4 Forecasts this analysis declines

Four forecasts would be overconfident, and naming them is part of the forecast. A verified microkernel does not automatically yield the best
practical desktop: seL4’s proofs are scoped to the kernel under stated hardware and boot assumptions [seL.4 Foundation, 2026¢, Klein et al., 2009],
and a verified core does not verify the browser, the driver stack, the firmware chain, or the workflow. A memory-safe rewrite does not eliminate
logic vulnerabilities: memory safety removes one defect class while confused-deputy and authorization defects remain fully available [Hardy, 1988].
Reproducible packages do not eliminate supply-chain compromise: reproducibility plus signature verification establish build integrity, not source
benignity, and a trusted signer can still distribute a harmful artifact [community, 2026¢]. And conventional Linux is not obsolete merely because
offensive agents improve: maintenance quality, deployment competence, and reachable authority decide outcomes, and a competently maintained
conventional system can outrun an ambitiously isolated but neglected one. Each declined forecast fails the same way — it substitutes one property
for the whole composition.

15.5 The decisive uncertainty

The main uncertainty is not whether additional isolation can be useful. It is which projects can deliver stronger boundaries, usable delegation,
reliable updates, and sufficient compatibility together, without pushing users into insecure workarounds. Under offensive-Al pressure, the operative
failure mode shifts from missing protection to abandoned protection: the compartment the operator collapses under deadline pressure, the update
process that decays, the delegation that widens for convenience (sec. 11). A forecast about architecture is therefore always partly a forecast about
maintenance and ergonomics. The 2028-2031 window will be decided less by any single breakthrough than by which compositions people can
actually keep.



16 Scenario Recommendations with Change Conditions and Confidence Tiers

The 8 scenarios below map the evaluation of sec. 4 onto recurring situations. Recommendations are conditional judgments from documented designs
and advisories, not an absolute ordering across every threat model. The assumptions matter enough that changing the hardware, the required
software, or the adversary can change the recommendation; the change conditions state what would.

16.1 Scenario recommendations

tbl. 11 compresses the recommendations. Each recommended direction names the architectural property doing the work, not merely the distribution
label, because the properties — containment, authority, integrity, update operations, and the rest of the 9 (tbl. 2) — are what survive a change of

vendor.

Table 11: The 8 scenario recommendations: the architectural property doing the work, the direction, and the condition that would change it

Scenario

Recommended direction

Condition that could change it

High-risk personal workstation with distinct
sensitive identities

Conventional Linux desktop with a hardening
priority

Skilled operator prioritizing auditable
configuration and replaceable environments

Autonomous coding or research agents
processing hostile material

Controlled Kubernetes node fleet

General enterprise server

Anonymity or reduced local traces

High-assurance architectural research

Qubes, with deliberately separated domains,
disposable intake, minimal administration,
and prompt updates; release 4.3.0’s continued
disaggregation of the GUI and administrative
stacks makes the compartmentalized workflow
easier to keep (sec. 5)

Evaluate secureblue first against actual
application requirements — version 4.9.1 ships
a SUID-less baseline with SELinux-enforced
namespace restrictions; Fedora Workstation or
an atomic Fedora desktop when a more
standard environment is more sustainable
(sec. 7)

NixOS, paired with explicit runtime
confinement, boot-integrity decisions, runtime
secret handling, and a disciplined update
process; the project’s hardening wiki now
documents a coherent baseline after the
hardened profile’s removal, and the
provenance tooling of sec. 14 strengthens the
audit story (sec. 6)

Disposable task VMs or comparable isolated
workers, with controlled egress and externally
mediated credentials; Nix can help construct
the workers (sec. 8)

Talos; also assess Bottlerocket where its
container-host ecosystem fits; Talos 1.12’s
configurable TPM PCR policies make its
Secure Boot posture declarable per fleet

(sec. 8)

RHEL or Ubuntu LTS with explicit support
scope and tested policies; Debian or NixOS
where the operator can own the maintenance
obligations (sec. 8)

Whonix for persistent separated work; Tails
for amnesic sessions (sec. 9)

Track seL4 and Genode/Sculpt while
evaluating the complete deployed system and
its proof boundary (sec. 9)

Incompatible hardware, essential unsupported
software, or inability to sustain the
compartmentalized workflow

Hardening restrictions require broad
exceptions, or project maintenance does not
meet the owner’s assurance requirements

The custom security integration becomes too
complex to review and maintain

Tasks demand high-impact access that cannot
be safely scoped; those actions remain
separately authorized

Orchestrator, hardware, extension, or
operational requirements conflict with the
reduced host interface

Package coverage, response requirements, or
configuration expertise favor a different
support model

The actual priority is protecting local
credentials from an already-compromised
application rather than anonymity
Production compatibility, drivers, tooling, or
operational assurance outweighs theoretical
elegance

Two rows deserve emphasis. Autonomous agent hosting is the scenario the threat model of sec. 3 is built around: the recommendation is disposable
isolation plus externally mediated credentials, not a host choice, and no reviewed distribution turns an ordinary container or VM into that boundary
by naming. Anonymity is deliberately narrow: Whonix’s gateway/workstation model and Tails’ amnesic design address trace reduction and session
separation [Project, 2026,7], and neither makes an authorized agent harmless — protecting local credentials from an already-compromised application
is the workstation containment problem, not the anonymity problem [Project, 2026]. Matching scenario to priority is the whole recommendation.

The refresh behind these rows is current, and it is worth stating what changed without overstating it. Qubes 4.3.0 reached general availability
with the GUI stack and administrative services disaggregated out of dom0, continuing the small-privileged-interface trajectory [Project, 2025g].
secureblue’s v4.9.1 ships a SUID-less userland with SELinux-enforced namespace restrictions, extending its hardening line from allocator and
browser work into removing an entire privilege class [secureblue Project, 2026¢]. NixOS 26.05 ships without the long-debated hardened profile
— removed from nixpkgs rather than merely deprecated [community, 2026d] — with the NixOS Hardening wiki now serving as the documented
baseline an operator assembles from [community, 2026f]. Talos 1.12 made its TPM measurement policies configurable, so a fleet can state which
PCRs seal what [Labs, 2025]. Each release lowers the operational cost of keeping a recommendation that was already the architectural judgment;
none of them changes a direction, and none converts a moderate row into a high one.



16.2 The strongest overall direction

The strongest synthesis across the reviews is: Qubes-like containment, Nix-like reproducible operations, strong boot and update
integrity, and capability-limited agents. This is a design target, not a product claim. No reviewed system ships all four properties as a default,
and they are exactly the non-substitutable set that sec. 4 argues must be evaluated separately: containment without reproducible operations decays;
reproducible operations without containment standardizes a single wide domain; both without boot and update integrity rest on an unverified
foundation; all three without capability-limited agents leave the authorized-misuse path open (sec. 10). The trust-domain architecture of tbl. 8 is
the operating plan for the target, and the operator and orchestration disciplines of sec. 12 and sec. 13 are what keep it standing during real work.

Operator readiness is trainable as well as structural: analytic-tradecraft curricula for agentic work — the educational line behind the inspectable
skill libraries cited in sec. 11 — turn the operator’s own review judgment into a maintained control, on the same footing as the configurations and
rehearsed responses the recommendations above assume [Friedman, 2026a].

The design-target framing carries a practical corollary: a well-maintained implementation of part of this design can be safer than an ambitious
combination whose integration nobody reliably owns. The Qubes-plus-NixOS combination is the standing example. Community work on a NixOS
template exists [Project, 2026], but community templates do not receive updates from the Qubes project itself [Project, 2026], and the integration —
not either component — is where maintenance risk accumulates (sec. 6). Ownership is part of the security property: who reviews the composition,
who patches it, who rehearses its recovery. An unowned maximal stack decays into exactly the neglected-architecture failure that sec. 5 and sec. 6
both document, while a smaller, owned one compounds its advantages over time.

16.3 Confidence tiers and evidence limits

tbl. 12 states what this review claims, with what confidence, and what limits the evidence behind each claim.

Table 12: The confidence tiers and evidence limits attached to this review’s principal claims

Confidence tier

Claim

Evidence basis and limits

High

High

Moderate

Moderate

Low

The properties are independent: build
reproducibility, boot integrity, runtime
isolation, anonymity, and agent authorization
answer different questions, and no sound
selection substitutes one for another
Excessively broad legitimate access is
dangerous independently of exploit resistance;
the AISI incident is the key precedent — its
own report distinguishes permitted internet
activity from sandbox escape, with
out-of-scope actions in 10 of 122 runs inside an
intact sandbox and no resulting real-world
harm found [Institute, 2026c]

Qubes is the strongest fit among the reviewed
deployable workstation candidates for this
compartmentalization-centered threat model,
under substantial operational conditions
[Project, 2026]

secureblue is a particularly interesting
conventional-desktop candidate, and NixOS a
particularly strong compositional platform,
pending independent audit coverage and
patch-latency evidence [secureblue Project,
2026a, Project, 2026x]

Any unconditional prediction of which named
distribution will be most secure across
2028-2031

Follows from the property definitions of sec. 4;
structural, not an empirical measurement

A primary incident report; its authors note
the configurations were not representative of
public access — the lesson is structural, not a
base rate

An architectural assessment from documented
design and advisories, not a measured
probability of resisting any particular attacker

Project-documented features; public
descriptions do not settle comparative
implementation quality, audit coverage, or
time-to-patch

Declined: project execution, hardware changes,
ecosystem support, and unknown
vulnerabilities can reorder the field; the review
does not manufacture a winner

The high-confidence rows are structural. Property independence follows from the definitions, and the authorized-misuse danger is demonstrated
rather than projected: the AISI report is an incident report by the organization that ran the testing, and its value is precisely that it documents
unsanctioned agent behavior without a sandbox escape [Institute, 2026¢]. The moderate rows are architectural judgments with conditions attached,
not probabilities; they weaken under the stated change conditions rather than under argument. It is worth noting where official posture now
sits relative to that moderation: the CISA-led Five Eyes guidance on careful adoption of agentic Al services recommends sandboxed deployment,
staged low-risk-task adoption, threat-model-based evaluation, and red-teaming [Cybersecurity and Agency, 2026] — a guarded-adoption posture
convergent with, though independent of, this review’s moderate tiers. Convergence is not corroboration of the specific platform judgments, which
remain assessments from documented design; it does indicate that the posture itself is no longer idiosyncratic. The low-confidence row is a refusal,
consistent with the forecast posture of sec. 15.

16.3.1 Evidence limits

The review relied principally on official documentation, project security advisories, and primary incident or research reports, with developer
discussions used for specific integration caveats. It did not install the candidates, formally audit their policies, verify the reproducibility of their
images, or run offensive-agent trials against them. Where current defaults or security properties were not verified, the comparison labels them



n.a. or withholds the stronger claim — as with the unverified role-specific defaults noted for MicroOS in sec. 8 and the unverified boot-integrity
baseline noted for Kicksecure in sec. 7. Absence of a confirmed feature in this review is not evidence that the feature is unavailable; it is a statement
about this review’s evidence. Readers extending this work should treat the scenario table as a starting position to be re-derived under their own
assumptions, using the properties of sec. 4 rather than distribution labels.



17 Conclusion: The Composition That Matters

This review began with two ways to lose: exploitation, in which an attacker crosses a boundary from a compromised component, and authorized
misuse, in which an agent uses legitimate authority as directed by hostile content sec. 3. The first path is the traditional target of operating-system
security. The second is the new one, it needs no kernel exploit, and it is governed by the same principles that disciplined the first: least privilege,
complete mediation, and the separation of proposal from authorization [Saltzer and Schroeder, 1975]. What has changed is the cast — agents that
generate code, configuration, and policy faster than any prior tooling — and the pace at which a persuasion failure becomes a deployed change.

Evaluation by properties rather than labels kept the comparison honest across the 216-cell stance matrix of sec. 4. The platform reviews locate the
current frontier. Qubes supplies the strongest deployable compartmentalization under operational conditions, and its own documentation states
what it does not buy sec. 5. NixOS supplies reproducible, auditable operations that are not by themselves confinement sec. 6. The conventional
desktops show how far documented hardening can be pushed before usability pushes back sec. 7; the server candidates re-litigate isolation per
workload rather than by label sec. 8; and the comparators mark the verification and design frontier without closing the deployment gap sec. 9.

The three extension domains carry the argument to the layers where agents actually operate. Cognitive security (sec. 11) treats the operator—
agent interface as an attack surface and makes the authorized-misuse path concrete. Operator OpSec (sec. 12) answers it with discipline: identity
compartmentalization across agent contexts, data-loss path analysis that includes the model provider, tool-bridge grants reviewed as authority,
ambient-token hygiene, untrusted intake, and a rehearsed response that assumes exfiltration of everything the task could touch. Orchestration
security (sec. 13) secures the layer above: the orchestrator is a privileged intermediary, delegation chains are confused-deputy structures [Hardy,
1988, Lampson, 1974], the tool broker is the complete-mediation point, and approval lives outside the hierarchy. Configuration authorization
(sec. 14) completes the set: generation is not authorization, and the 9 invariants draw the line an agent must never be able to cross, whatever it
can write.

The forecast (sec. 15) commits to composition over miracle: compartmentalization grows more valuable as failures grow more frequent, capability
mediation rises to parity with exploit mitigation, trustworthy replacement outruns elaborate repair, small interfaces deserve disproportionate
investment, and coherent defaults outrun hardening menus. None of this is a promise about any release; all of it is a claim about which properties
matter while the 2028—2031 window passes.

The landscape around this prospectus is consolidating faster than the manuscript’s own timeline assumed. Standards bodies now name the agentic
layer as a security object: OWASP publishes both an agentic threats-and-mitigations guide and a Top 10 for agentic applications [Foundation,
2025a,b]; the Cloud Security Alliance contributes the MAESTRO threat-modeling framework and the AegisSwarm zero-trust swarm architecture
[Alliance, 2025, 2026b]; NIST has opened an AI Agent Standards Initiative to coordinate exactly the identity, authorization, and incident-handling
questions this review places at the orchestration layer [of Standards and Technology, 2026]; and the European Union’s AI Act transparency
obligations for AI agents, applicable from 2 August 2026, make disclosure of the acting agent a legal requirement rather than a design preference
[Commission, 2026]. Meanwhile the coding-agent platforms have already answered the deployment question the prospectus raises: Claude Code
sandboxes execution with OS primitives, routes egress through a proxy, and escalates classifier-flagged actions for review; OpenAl Codex renders one
sandbox policy through Seatbelt, Bubblewrap, Landlock, or Windows ACLs with network access off by default; Gemini CLI ships sandbox profiles
built on the same families of mechanism [Anthropic, 2026b, OpenAl, 2026a, Google, 2026]. Three competing vendors, building independently,
converged on the same triad — OS-primitive sandboxing, proxy-mediated egress, classifier-gated escalation. That convergence is the strongest
external evidence this review can offer for its core claim: capability mediation is becoming the industry default, not a proposal awaiting adoption,
and the open work is making the mediation layer coherent with the operating-system boundaries below it rather than inventing it.

The prospectus is therefore specific about what to build next:

« Capability mediation layers that make every agent tool call a checked decision — operation, artifact, destination, scope, expiry — with
the decision point outside the agent and the policy separate from the task.

« Small verified interfaces at the places where authority crosses domains, built and maintained as the disproportionate targets they are
[Klein et al., 2009].

o Disposable execution with external approval chains, in which task environments are rebuilt rather than trusted, and consequential
actions require an approval no component in the hierarchy can grant itself.

e Auditable declarative baselines in which intended system state is explicit, reviewable, reproducibly deployable — and independently
authorized before deployment.

The 11 figures and the underlying analysis artifacts are reproducible from the repository’s own pipeline, because a prospectus about independently
rebuildable environments should be one. The composition that matters is not any single system. It is the set of boundaries an operator can
actually keep: workstations that compartmentalize, operations that rebuild, updates that authenticate, and agents that can propose everything
while authorizing almost nothing. Building those, in pieces that someone demonstrably maintains, is the work this horizon rewards.

Finally, the skill library under skills/ is the operational form of this prospectus: the review’s concepts are available as nine harness-neutral skills,
not only as prose.
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